VE-2013-3344

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2013-3344
State PUBLIC
Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2013-07-10 10:55:00 UTC
Updated 2015-10-23 15:19:00 UTC

Description Heap-based buffer overflow in Adobe Flash Player before 11.7.700.232 and 11.8.x before 11.8.800.94 on Windows and Me
i

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Flash Player 11.0 All All All
Application Adobe Flash Player 11.0.1.152 All All All
Application Adobe Flash Player 11.0.1.153 All All All
Application Adobe Flash Player 11.1 All All All
Application Adobe Flash Player 11.1.102.55 All All All
Application Adobe Flash Player 11.1.102.59 All All All
Application Adobe Flash Player 11.1.102.62 All All All
Application Adobe Flash Player 11.1.102.63 All All All
Application Adobe Flash Player 11.1.111.44 All All All
Application Adobe Flash Player 11.1.111.50 All All All
Application Adobe Flash Player 11.1.111.54 All All All
Application Adobe Flash Player 11.1.111.8 All All All
Application Adobe Flash Player 11.1.115.34 All All All
Application Adobe Flash Player 11.1.115.48 All All All
Application Adobe Flash Player 11.1.115.54 All All All
Application Adobe Flash Player 11.1.115.58 All All All
Application Adobe Flash Player 11.1.115.7 All All All
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Operating System Google Android 2.3 revi All All

Operating System Google Android 2.3.1 All All All

Operating System Google Android 2.3.2 All All All

Operating System Google Android 2.3.3 All All All

Operating System Google Android 2.3.4 All All All

Operating System Google Android 2.3.5 All All All

Operating System Google Android 2.3.6 All All All

Operating System Google Android 2.3.7 All All All

Operating System Google Android 3.0 All All All

Operating System Google Android 3.1 All All All

Operating System Google Android 3.2 All All All

Operating System Google Android 3.2.1 All All All

Operating System Google Android 3.2.2 All All All

Operating System Google Android 3.24 All All All

Operating System Google Android 3.2.6 All All All

Operating System Google Android 4.0 All All All

Operating System Google Android 4.01 All All All

Operating System Google Android 4.0.2 All All All

Operating System Google Android 4.0.3 All All All

Operating System Google Android 4.0.4 All All All

Operating System Google Android 4.1 All All All

Operating System Google Android 41.2 All All All

Operating System Google Android 4.2 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Reference Source Link Tags

Adobe - Security Bulletins: APSB13-17 - Security Updates available for Adobe Flash Player CONFIRM www.adobe.com Patch, \

[security-announce] openSUSE-SU-2013:1192-1: important: flash-player for SUSE lists.opensuse.org

Adobe Flash Player CVE-2013-3344 Unspecified Heap Buffer Overflow Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonic

NVD vulnerability detail NVD nvd.nist.gov canonic
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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