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AVNACLAUNCCICAC Certain versions of Flash Player from Adobe contain the following
’ vulnerability:

Integer overflow in Adobe Flash Player before 11.7.700.232 and 11.8.x
before 11.8.800.94 on Windows and Mac OS X, before 11.2.202.297
on Linux, before 11.1.111.64 on Android 2.x and 3.x, and before
11.1.115.69 on Android 4.x allows attackers to execute arbitrary code
via PCM data that is not properly handled during resampling.

CVE-2013-3347 has been assigned by [, psirt@adobe.com to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity
Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Adobe - Security Bulletins: APSB13-17 - Security Updates .\ CONFIRM
available for Adobe Flash Player www.adobe.com/support/security/bulletins/apsb13-
17.html
[security-announce] openSUSE-SU-2013:1192-1: important: flash- 9 SUSE openSUSE-SU-2013:1192
player for

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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http://www.adobe.com/support/security/bulletins/apsb13-17.html
http://lists.opensuse.org/opensuse-security-announce/2013-07/msg00021.html
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There are currently no QIDs associated with this CVE
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cpe:2.3:a:adobe:flash_player:11

cpe:2.3:a:adobe:flash_player:11

cpe:2.3:a:adobe:flash_player:11

cpe:2.3:a:adobe:flash_player:11.

cpe:2.3:a:adobe:flash_player:11

cpe:2.3:a:adobe:flash_player:11

cpe:2.3:a:adobe:flash_player:11.

cpe:2.3:a:adobe:flash_player:11

cpe:2.3:a:adobe:flash_player:11.

cpe:2.3:a:adobe:flash_player:11
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cpe:2.3:a:adobe:flash_player:11.
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cpe:2.3:a:adobe:flash_player:11.2.202.236:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.238:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.243:*:*:*:**:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.251 """ *:

cpe:2.3:a:adobe:flash_player:11.2.202.258:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.261:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.262:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.270:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.273:*:*:**:**:™:

cpe:2.3:a:adobe:flash_player:11.2.202.275:*:*:*:*:**:*:

cpe:2.3:a:adobe:flash_player:11.2.202.280:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.285:*:*:*:*:*:*:*:



cpe:2.3:a:adobe:flash_player:11.7.700.169:*:*:*:**:*:*:

cpe:2.3:a:adobe:flash_player:11.7.700.202:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.7.700.224:*:**:**:*:*:

cpe:2.3:a:adobe:flash_player:11.0:*: """

cpe:2.3:a:adobe:flash_player:11.0.1.152:* 7 " *:

cpe:2.3:a:adobe:flash_player:11.0.1.153:*:****:*:*:

cpe:2.3:a:adobe:flash_player:11.1: """

cpe:2.3:a:adobe:flash_player:11.1.102.55:* %" "™

cpe:2.3:a:adobe:flash_player:11.1.102.59:* %" "™

cpe:2.3:a:adobe:flash_player:11.1.102.62:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.1.102.63:*:*:":*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.1.111.44: %" "

cpe:2.3:a:adobe:flash_player:11.1.111.50:* """

cpe:2.3:a:adobe:flash_player:11.1.111.54: """

cpe:2.3:a:adobe:flash_player:11.1.111.8:" " ™

cpe:2.3:a:adobe:flash_player:11.1.115.34:*:%:":*

cpe:2.3:a:adobe:flash_player:11.1.115.48:*:*:*:*:**::

cpe:2.3:a:adobe:flash_player:11.1.115.54 ;%"

cpe:2.3:a:adobe:flash_player:11.1.115.58:*:*:*:**:*:*:

cpe:2.3:a:adobe:flash_player:11.1.115. 7%
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cpe:2.3:a:adobe:flash_player:11.2.202.238:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.243:*:*:***:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.251 """

cpe:2.3:a:adobe:flash_player:11.2.202.258:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.261:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.262:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.270:*:*:*:**:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.273:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.275:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.280:*:*:*:*:*:*:*:

cpe:2.3:a:adobe:flash_player:11.2.202.285:*:*:*:*:*:*:*:



LRk kR ok akakak,

cpe:2.3:a:adobe:flash_player:*:*:*:*:*:*:*:*:

dkak kR ok ak ok ak,

cpe:2.3:a:adobe:flash_player:*:*:*:*:*:*:*:*:

cpe:2.3:0:google:android:2.0:*:* "

cpe:2.3:0:google:android:2.0.1:*:" "

cpe:2.3:0:google:android:2.1 %" "

cpe:2.3:0:google:android:2.2:*:*:* "

cpe:2.3:0:google:android:2.2.1:*:" "

cpe:2.3:0:google:android:2.2.2:%:" "

cpe:2.3:0:google:android:2.2.3:*: "

akLkLk ok Lk Kk,

cpe:2.3:0:google:android:2.3:*:* "

cpe:2.3:0:google:android:2.3.1:*: "

cpe:2.3:0:google:android:2.3.2:%: "

cpe:2.3:0:google:android:2.3.3:*: "



cpe:Z.3:0:google:androld:2.3.4:"." " "

cpe:2.3:0:google:android:2.3.5:%:**

cpe:2.3:0:google:android:2.3.6:*:*

cpe:2.3:0:google:android:2.3.7:****

cpe:2.3:0:google:android:3.0:*: ¥

ARk kKK Rk,

cpe:2.3:0:google:android:3.1:*:****

cpe:2.3:0:google:android:3.2:*:****

cpe:2.3:0:google:android:3.2.1:** ™

cpe:2.3:0:google:android:3.2.2:*****

cpe:2.3:0:google:android:3.2.4:*****

cpe:2.3:0:google:android:3.2.6:* %" * "

cpe:2.3:0:google:android:4.0:* " "

cpe:2.3:0:google:android:4.0.1:*:" "

cpe:2.3:0:google:android:4.0.2:%: "

cpe:2.3:0:google:android:4.0.3:*:" "

cpe:2.3:0:google:android:4.0.4:*:* "

cpe:2.3:0:google:android:4.1 %" "

cpe:2.3:0:google:android:4.1.2: %" "

cpe:2.3:0:google:android:4.2:* " "

cpe:2.3:0:google:android:2.0:*:*:* "

cpe:2.3:0:google:android:2.0.1:%:" "

cpe:2.3:0:google:android:2.1 %" "

ARk kKK kK,

cpe:2.3:0:google:android:2.2:* % "

dkakakkakak.

cpe:2.3:0:google:android:2.2:rev 1

cpe:2.3:0:google:android:2.2.1:*:" "

cpe:2.3:0:google:android:2.2.2:%:"

cpe:2.3:0:google:android:2.2.3:*: "

AkLkLk ok Lk LKk,

cpe:2.3:0:google:android:2.3:*:*

dkkkkakak.

cpe:2.3:0:google:android:2.3:rev1



cpe:2.3:0:google:android:2.3. 1 ™

cpe:2.3:0:google:android:2.3.2:%:*:*

cpe:2.3:0:google:android:2.3.3: %

cpe:2.3:0:google:android:2.3.4:

cpe:2.3:0:google:android:2.3.5:*

cpe:2.3:0:google:android:2.3.6:**

cpe:2.3:0:google:android:2.3.7:*

cpe:2.3:0:google:android:3.0:*:***
cpe:2.3:0:google:android:3.1:*:***
cpe:2.3:0:google:android:3.2:*:****

cpe:2.3:0:google:android:3.2.1: %"

cpe:2.3:0:google:android:3.2.2:%: %"

cpe:2.3:0:google:android:3.2.4: %"

cpe:2.3:0:google:android:3.2.6:*: %"

cpe:2.3:0:google:android:4.0:*: " "

cpe:2.3:0:google:android:4.0.1:*: " "

cpe:2.3:0:google:android:4.0.2:%:" "

cpe:2.3:0:google:android:4.0.3:*:" "

cpe:2.3:0:google:android:4.0.4:*:* """

cpe:2.3:0:google:android:4.1:* " "

cpe:2.3:0:google:android:4.1.2:*: """

cpe:2.3:0:google:android:4.2:* % "

ARk KKK LK LKLk,

cpe:2.3:0:linux:linux_kernel: ™" **:*:

Ak kKK kLK LK Lk,

cpe:2.3:0:linux:linux_kernel: ™" *:*:

dkakLk Lk ak Lk kLK,

cpe:2.3:0:microsoft:windows:*:*:*:**

No vendor comments have been submitted for this CVE
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