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AVINIACLAUNCCICIAT Certain versions of Coldfusion from Adobe contain the following
’ vulnerability:

Adobe ColdFusion 10 before Update 11 allows remote attackers to call
ColdFusion Components (CFC) public methods via WebSockets.

CVE-2013-3350 has been assigned by [, psirt@adobe.com to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity
Low [ NN
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Adobe - Security Bulletins: APSB13-19 - Security update: [ Patch | .\ CONFIRM
Hotfixes available for ColdFusion www.adobe.com/support/security/bulletins/apsb13-
19 hti
coldfusion - CF10 websocket p2p can invoke any public stackoverflow.com S MISC
functions in any CFC from JavaScript. How is this Not a stackoverflow.com/questions/17351214/cf10-
security risk? - Stack Overflow websocket-p2p-can-invoke-any-public-functions-in-

any-cfc-from-javascript-h

Adobe ColdFusion Bugs Let Remote Users Invoke Non- ) SECTRACK 1028757
Remote Methods and Deny Service - SecurityTracker [ text/html |

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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