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CVE-2013-3403

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVUAGLAUSICCICAC Certain versions of Unified Communications Manager from Cisco
’ contain the following vulnerability:

Multiple untrusted search path vulnerabilities in Cisco Unified
Communications Manager (CUCM) 7.1(x) through 9.1(1a) allow local
users to gain privileges by leveraging unspecified file-permission and
environment-variable issues for privileged programs, aka Bug ID
CSCuh73454.

CVE-2013-3403 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity
LOW

Confidentiality Integrity Availability
Impact Impact Impact

CVE References
Description Tags Link
Cisco Security Advisory: Multiple Vulnerabilities in Cisco Unified 3 CISCO 20130717 Multiple Vulnerabilities in
Communications Manager Cisco Unified Communications Manager
Security Advisory SA54249 - Cisco Unified Communications { SECUNIA 54249

Manager Multiple Vulnerabilities - Secunia

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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akak kKK kLK,

cpe:2.3:a:cisco:unified_communications_manager:7.1(3) " "

KKk kKKK,

cpe:2.3:a:cisco:unified_communications_manager:7.1(3b)sut******:*:

Kk kKK kK,

cpe:2.3:a:cisco:unified_communications_manager:7.1(3b)su2:*:*:*:**:*:*:

Kk kKK kK,

cpe:2.3:a:cisco:unified_communications_manager:7.1(5):*:*****:*:

Lk kR kR ok ak.

cpe:2.3:a:cisco:unified_communications_manager:7.1(5)sul:*:***:**:*:

Kk koK kKK,

cpe:2.3:a:cisco:unified_communications_manager:7.1(5)sula:*:*:*:*:*:*:*:



dk Lk ak Lk akakak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(3b\)su2:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(5b\)su2:*:*:*:*:*:*:*:

Lk Kk kR akak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(5b\)sud:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(5b\)su5:*:*:*:*:*:*:*:

sk Rk kR akak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(5b\)su6:*:*:*:*:*:*:*:

R L

cpe:2.3:a:cisco:unified_communications_manager:8.0(3a)su:*:*:*:*:*:*:*:

ARk kKL kKK,

cpe:2.3:a:cisco:unified_communications_manager:8.0(3a)su2:*:*:*:*:*:*:*:



Sk Lk ak kR akak.

cpe:2.3:a:cisco:unified_communications_manager:8.5:*:*:*:**:*:*:

Kk kKK kK,

cpe:2.3:a:cisco:unified_communications_manager:8.5(1):*:***:**:*:

dkakak kR akak.

cpe:2.3:a:cisco:unified_communications_manager:8.5(1)sul:*:*:*:*:*:*:*:

dkakak ok akakak.

cpe:2.3:a:cisco:unified_communications_manager:8.5(1)su2:*:*:*:*:*:*:*:

ARk kLK Lk LKLk,

cpe:2.3:a:cisco:unified_communications_manager:8.5\(1\)su5:*:*: """

cpe:2.3:a:cisco:unified_communications_manager:8.6:*:*:*:*:*:*:*:

Ak kLK LK LK LK LK,

cpe:2.3:a:cisco:unified_communications_manager:8.6(1):*:*:*:*:*:*:*:

akLk kKK kK,

cpe:2.3:a:cisco:unified_communications_manager:8.6(2a)su2:*:*:*:*:*:*:*:



AnAD iacnicnninifind Anmmiininatinne mananars7 A\ Fokakokok ok ok,






kKK kKKK,

cpe:2.3:a:cisco:unified_communications_manager:8.5\(1\)su3:*:*:*:**:*:*:

kKK kR kLK,

cpe:2.3:a:cisco:unified_communications_manager:8.5\(1\)sud:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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