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Summary

CVE CVE-2013-3408

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-07-10 21:55:00 UTC

Updated 2013-08-20 03:23:00 UTC

Description The firmware on Cisco Virtualization Experience Client 6000 devices sets incorrect operating-system permissions, which allows local users to gain privileges via an unspecified sequence of commands, aka Bug ID CSCuc31764.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Virtualization Experience Client 6000 - All All All

Hardware Cisco Virtualization Experience Client 6000 - All All All

Operating System Cisco Virtualization Experience Client 6000 Series Firmware - All All All

Operating System Cisco Virtualization Experience Client 6000 Series Firmware - All All All

Hardware Cisco Virtualization Experience Client 6215 - All All All

Hardware Cisco Virtualization Experience Client 6215 - All All All

References

Reference Source Link

Cisco Virtualization Experience Client Permissions Error Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK www.securitytracker.com

Cisco Security Notice: Cisco Virtualization Experience Client Privilege Escalation Vulnerability CISCO tools.cisco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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