
CVE-2013-3433
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2013-3433

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-07-18 12:48:00 UTC

Updated 2017-11-18 02:29:00 UTC

Description Untrusted search path vulnerability in Cisco Unified Communications Manager (CUCM) 7.1(x) through 9.1(1a) allows local users to gain privileges by leveraging unspecified file-permission and environment-variable issues for privileged programs, aka Bug ID CSCui02276.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Unified Communications Manager 9.1(1a) All All All

Application Cisco Unified Communications Manager 9.1\(1a\) All All All

Application Cisco Unified Communications Manager 9.1\(1a\) All All All

Application Cisco Unified Communications Manager 7.1(2a) All All All

Application Cisco Unified Communications Manager 7.1(2a)su1 All All All

Application Cisco Unified Communications Manager 7.1(2b) All All All

Application Cisco Unified Communications Manager 7.1(2b)su1 All All All

Application Cisco Unified Communications Manager 7.1(3) All All All

Application Cisco Unified Communications Manager 7.1(3a) All All All

Application Cisco Unified Communications Manager 7.1(3a)su1 All All All

Application Cisco Unified Communications Manager 7.1(3a)su1a All All All

Application Cisco Unified Communications Manager 7.1(3b) All All All

Application Cisco Unified Communications Manager 7.1(3b)su1 All All All

Application Cisco Unified Communications Manager 7.1(3b)su2 All All All

Application Cisco Unified Communications Manager 7.1(5) All All All

Application Cisco Unified Communications Manager 7.1(5)su1 All All All

Application Cisco Unified Communications Manager 7.1(5)su1a All All All
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Application Cisco Unified Communications Manager 7.1(5)su1a All All All

Application Cisco Unified Communications Manager 7.1(5a) All All All

Application Cisco Unified Communications Manager 7.1(5b) All All All

Application Cisco Unified Communications Manager 7.1(5b)su1 All All All

Application Cisco Unified Communications Manager 7.1(5b)su1a All All All

Application Cisco Unified Communications Manager 7.1(5b)su2 All All All

Application Cisco Unified Communications Manager 7.1(5b)su3 All All All

Application Cisco Unified Communications Manager 7.1(5b)su4 All All All

Application Cisco Unified Communications Manager 7.1(5b)su5 All All All

Application Cisco Unified Communications Manager 7.1(5b)su6 All All All

Application Cisco Unified Communications Manager 7.1\(2a\) All All All

Application Cisco Unified Communications Manager 7.1\(2a\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(2b\) All All All

Application Cisco Unified Communications Manager 7.1\(2b\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(3a\) All All All

Application Cisco Unified Communications Manager 7.1\(3a\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(3a\)su1a All All All

Application Cisco Unified Communications Manager 7.1\(3b\) All All All

Application Cisco Unified Communications Manager 7.1\(3b\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(3b\)su2 All All All

Application Cisco Unified Communications Manager 7.1\(3\) All All All

Application Cisco Unified Communications Manager 7.1\(5a\) All All All

Application Cisco Unified Communications Manager 7.1\(5b\) All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su1a All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su2 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su3 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su4 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su5 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su6 All All All

Application Cisco Unified Communications Manager 7.1\(5\) All All All

Application Cisco Unified Communications Manager 7.1\(5\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(5\)su1a All All All

Application Cisco Unified Communications Manager 8.0 All All All

Application Cisco Unified Communications Manager 8.0(1) All All All

Application Cisco Unified Communications Manager 8.0(2) All All All
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Application Cisco Unified Communications Manager 8.0(2a) All All All

Application Cisco Unified Communications Manager 8.0(2b) All All All

Application Cisco Unified Communications Manager 8.0(2c) All All All

Application Cisco Unified Communications Manager 8.0(2c)su1 All All All

Application Cisco Unified Communications Manager 8.0(3) All All All

Application Cisco Unified Communications Manager 8.0(3a) All All All

Application Cisco Unified Communications Manager 8.0(3a)su1 All All All

Application Cisco Unified Communications Manager 8.0(3a)su2 All All All

Application Cisco Unified Communications Manager 8.0(3a)su3 All All All

Application Cisco Unified Communications Manager 8.0\(1\) All All All

Application Cisco Unified Communications Manager 8.0\(2a\) All All All

Application Cisco Unified Communications Manager 8.0\(2b\) All All All

Application Cisco Unified Communications Manager 8.0\(2c\) All All All

Application Cisco Unified Communications Manager 8.0\(2c\)su1 All All All

Application Cisco Unified Communications Manager 8.0\(2\) All All All

Application Cisco Unified Communications Manager 8.0\(3a\) All All All

Application Cisco Unified Communications Manager 8.0\(3a\)su1 All All All

Application Cisco Unified Communications Manager 8.0\(3a\)su2 All All All

Application Cisco Unified Communications Manager 8.0\(3a\)su3 All All All

Application Cisco Unified Communications Manager 8.0\(3\) All All All

Application Cisco Unified Communications Manager 8.5 All All All

Application Cisco Unified Communications Manager 8.5(1) All All All

Application Cisco Unified Communications Manager 8.5(1)su1 All All All

Application Cisco Unified Communications Manager 8.5(1)su2 All All All

Application Cisco Unified Communications Manager 8.5(1)su3 All All All

Application Cisco Unified Communications Manager 8.5(1)su4 All All All

Application Cisco Unified Communications Manager 8.5(1)su5 All All All

Application Cisco Unified Communications Manager 8.5\(1\) All All All

Application Cisco Unified Communications Manager 8.5\(1\)su1 All All All

Application Cisco Unified Communications Manager 8.5\(1\)su2 All All All

Application Cisco Unified Communications Manager 8.5\(1\)su3 All All All

Application Cisco Unified Communications Manager 8.5\(1\)su4 All All All

Application Cisco Unified Communications Manager 8.5\(1\)su5 All All All

Application Cisco Unified Communications Manager 8.6 All All All

Application Cisco Unified Communications Manager 8.6(1) All All All

Application Cisco Unified Communications Manager 8.6(1a) All All All
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Application Cisco Unified Communications Manager 8.6(1a) All All All

Application Cisco Unified Communications Manager 8.6(2) All All All

Application Cisco Unified Communications Manager 8.6(2a) All All All

Application Cisco Unified Communications Manager 8.6(2a)su1 All All All

Application Cisco Unified Communications Manager 8.6(2a)su2 All All All

Application Cisco Unified Communications Manager 8.6(2a)su3 All All All

Application Cisco Unified Communications Manager 8.6(3) All All All

Application Cisco Unified Communications Manager 8.6(4) All All All

Application Cisco Unified Communications Manager 8.6\(1a\) All All All

Application Cisco Unified Communications Manager 8.6\(1\) All All All

Application Cisco Unified Communications Manager 8.6\(2a\) All All All

Application Cisco Unified Communications Manager 8.6\(2a\)su1 All All All

Application Cisco Unified Communications Manager 8.6\(2a\)su2 All All All

Application Cisco Unified Communications Manager 8.6\(2a\)su3 All All All

Application Cisco Unified Communications Manager 8.6\(2\) All All All

Application Cisco Unified Communications Manager 8.6\(3\) All All All

Application Cisco Unified Communications Manager 8.6\(4\) All All All

Application Cisco Unified Communications Manager 9.0(1) All All All

Application Cisco Unified Communications Manager 9.0\(1\) All All All

Application Cisco Unified Communications Manager 9.1(1) All All All

Application Cisco Unified Communications Manager 9.1.1(a) All All All

Application Cisco Unified Communications Manager 9.1.1\(a\) All All All

Application Cisco Unified Communications Manager 9.1\(1\) All All All

Application Cisco Unified Communications Manager 7.1\(2a\) All All All

Application Cisco Unified Communications Manager 7.1\(2a\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(2b\) All All All

Application Cisco Unified Communications Manager 7.1\(2b\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(3a\) All All All

Application Cisco Unified Communications Manager 7.1\(3a\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(3a\)su1a All All All

Application Cisco Unified Communications Manager 7.1\(3b\) All All All

Application Cisco Unified Communications Manager 7.1\(3b\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(3b\)su2 All All All

Application Cisco Unified Communications Manager 7.1\(3\) All All All

Application Cisco Unified Communications Manager 7.1\(5a\) All All All

Application Cisco Unified Communications Manager 7.1\(5b\) All All All
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Application Cisco Unified Communications Manager 7.1\(5b\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su1a All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su2 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su3 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su4 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su5 All All All

Application Cisco Unified Communications Manager 7.1\(5b\)su6 All All All

Application Cisco Unified Communications Manager 7.1\(5\) All All All

Application Cisco Unified Communications Manager 7.1\(5\)su1 All All All

Application Cisco Unified Communications Manager 7.1\(5\)su1a All All All

Application Cisco Unified Communications Manager 8.0 All All All

Application Cisco Unified Communications Manager 8.0\(1\) All All All

Application Cisco Unified Communications Manager 8.0\(2a\) All All All

Application Cisco Unified Communications Manager 8.0\(2b\) All All All

Application Cisco Unified Communications Manager 8.0\(2c\) All All All

Application Cisco Unified Communications Manager 8.0\(2c\)su1 All All All

Application Cisco Unified Communications Manager 8.0\(2\) All All All

Application Cisco Unified Communications Manager 8.0\(3a\) All All All

Application Cisco Unified Communications Manager 8.0\(3a\)su1 All All All

Application Cisco Unified Communications Manager 8.0\(3a\)su2 All All All

Application Cisco Unified Communications Manager 8.0\(3a\)su3 All All All

Application Cisco Unified Communications Manager 8.0\(3\) All All All

Application Cisco Unified Communications Manager 8.5 All All All

Application Cisco Unified Communications Manager 8.5\(1\) All All All

Application Cisco Unified Communications Manager 8.5\(1\)su1 All All All

Application Cisco Unified Communications Manager 8.5\(1\)su2 All All All

Application Cisco Unified Communications Manager 8.5\(1\)su3 All All All

Application Cisco Unified Communications Manager 8.5\(1\)su4 All All All

Application Cisco Unified Communications Manager 8.5\(1\)su5 All All All

Application Cisco Unified Communications Manager 8.6 All All All

Application Cisco Unified Communications Manager 8.6\(1a\) All All All

Application Cisco Unified Communications Manager 8.6\(1\) All All All

Application Cisco Unified Communications Manager 8.6\(2a\) All All All

Application Cisco Unified Communications Manager 8.6\(2a\)su1 All All All

Application Cisco Unified Communications Manager 8.6\(2a\)su2 All All All
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Application Cisco Unified Communications Manager 8.6\(2a\)su3 All All All

Application Cisco Unified Communications Manager 8.6\(2\) All All All

Application Cisco Unified Communications Manager 8.6\(3\) All All All

Application Cisco Unified Communications Manager 8.6\(4\) All All All

Application Cisco Unified Communications Manager 9.0\(1\) All All All

Application Cisco Unified Communications Manager 9.1.1\(a\) All All All

Application Cisco Unified Communications Manager 9.1\(1\) All All All
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