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Summary

CVE CVE-2013-3441

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-07-23 11:03:00 UTC

Updated 2017-11-18 02:29:00 UTC

Description Cisco Aironet 3600 access points allow remote attackers to cause a denial of service (memory corruption and device crash) by disrupting Cisco Wireless LAN Controller communication and consequently forcing many transitions from FlexConnect mode to Standalone mode, aka Bug ID CSCuh71210.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Aironet 3600 - All All All

Hardware Cisco Aironet 3600 - All All All

Hardware Cisco Aironet 3600e - All All All

Hardware Cisco Aironet 3600e - All All All

Hardware Cisco Aironet 3600i - All All All

Hardware Cisco Aironet 3600i - All All All

Hardware Cisco Aironet 3600p - All All All

Hardware Cisco Aironet 3600p - All All All

References

Reference Source Link Tags

Cisco Aironet 3600 Series Access Point Denial of Service Vulnerability CISCO tools.cisco.com Vendor Advisory

95548 OSVDB osvdb.org

Cisco Aironet 3600 Series Access Point CVE-2013-3441 Remote Denial of Service Vulnerability BID www.securityfocus.com

Cisco Aironet Memory Corruption Error Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

Cisco Aironet 3600 Series Access Point Denial of Service Vulnerability CONFIRM tools.cisco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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