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Summary

CVE CVE-2013-3444

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-01 13:32:00 UTC

Updated 2017-08-29 01:33:00 UTC

Description The web framework in Cisco WAAS Software before 4.x and 5.x before 5.0.3e, 5.1.x before 5.1.1c, and 5.2.x before 5.2.1; Cisco ACNS Software 4.x and 5.x before 5.5.29.2; Cisco ECDS Software 2.x before 2.5.6; Cisco CDS-IS Software 2.x before 2.6.3.b50 and 3.1.x before 3.1.2b54; Cisco VDS-IS Software 3.2.x before 3.2.1.b9; Cisco VDS-SB Software 1.x before 1.1.0-b96; Cisco VDS-OE Software 1.x before 1.0.1; and Cisco VDS-OS Software 1.x in central-management mode allows remote authenticated users to execute arbitrary commands by appending crafted strings to values in GUI fields, aka Bug IDs CSCug40609, CSCug48855, CSCug48921, CSCug48872, CSCuh21103, CSCuh21020, and CSCug56790.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Application And Content Networking System Software 4.1.3 All All All

Application Cisco Application And Content Networking System Software 4.2.11.5 All All All

Application Cisco Application And Content Networking System Software 4.2.13.1 All All All

Application Cisco Application And Content Networking System Software 4.2.3 All All All

Application Cisco Application And Content Networking System Software 4.2.5 All All All

Application Cisco Application And Content Networking System Software 4.2.7.3 All All All

Application Cisco Application And Content Networking System Software 4.2.9.3 All All All

Application Cisco Application And Content Networking System Software 5.0 All All All

Application Cisco Application And Content Networking System Software 5.0.1 All All All

Application Cisco Application And Content Networking System Software 5.0.11.6 All All All

Application Cisco Application And Content Networking System Software 5.0.13.2 All All All

Application Cisco Application And Content Networking System Software 5.0.15.1 All All All

Application Cisco Application And Content Networking System Software 5.0.17.6 All All All

Application Cisco Application And Content Networking System Software 5.0.3.5 All All All

Application Cisco Application And Content Networking System Software 5.0.5.9 All All All

Application Cisco Application And Content Networking System Software 5.0.7.10 All All All

Application Cisco Application And Content Networking System Software 5.0.9.9 All All All
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Application Cisco Application And Content Networking System Software 5.0.9.9 All All All

Application Cisco Application And Content Networking System Software 5.1.1.3 All All All

Application Cisco Application And Content Networking System Software 5.1.11.6 All All All

Application Cisco Application And Content Networking System Software 5.1.13.7 All All All

Application Cisco Application And Content Networking System Software 5.1.15.5 All All All

Application Cisco Application And Content Networking System Software 5.1.3.15 All All All

Application Cisco Application And Content Networking System Software 5.1.5.2 All All All

Application Cisco Application And Content Networking System Software 5.1.7.7 All All All

Application Cisco Application And Content Networking System Software 5.1.9.5 All All All

Application Cisco Application And Content Networking System Software 5.4 All All All

Application Cisco Application And Content Networking System Software 5.4.1.10 All All All

Application Cisco Application And Content Networking System Software 5.4.3.17 All All All

Application Cisco Application And Content Networking System Software 5.4.5.7 All All All

Application Cisco Application And Content Networking System Software 5.4.7.3 All All All

Application Cisco Application And Content Networking System Software 5.5 All All All

Application Cisco Application And Content Networking System Software 5.5.1.7 All All All

Application Cisco Application And Content Networking System Software 5.5.11.2 All All All

Application Cisco Application And Content Networking System Software 5.5.13.7 All All All

Application Cisco Application And Content Networking System Software 5.5.15.2 All All All

Application Cisco Application And Content Networking System Software 5.5.17 All All All

Application Cisco Application And Content Networking System Software 5.5.19 All All All

Application Cisco Application And Content Networking System Software 5.5.21 All All All

Application Cisco Application And Content Networking System Software 5.5.23 All All All

Application Cisco Application And Content Networking System Software 5.5.25 All All All

Application Cisco Application And Content Networking System Software 5.5.27 All All All

Application Cisco Application And Content Networking System Software 5.5.29 All All All

Application Cisco Application And Content Networking System Software 5.5.3.1 All All All

Application Cisco Application And Content Networking System Software 5.5.5.4 All All All

Application Cisco Application And Content Networking System Software 5.5.7.7 All All All

Application Cisco Application And Content Networking System Software 5.5.9.9 All All All

Application Cisco Application And Content Networking System Software 4.1.3 All All All

Application Cisco Application And Content Networking System Software 4.2.11.5 All All All

Application Cisco Application And Content Networking System Software 4.2.13.1 All All All

Application Cisco Application And Content Networking System Software 4.2.3 All All All

Application Cisco Application And Content Networking System Software 4.2.5 All All All

Application Cisco Application And Content Networking System Software 4.2.7.3 All All All
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Application Cisco Application And Content Networking System Software 4.2.9.3 All All All

Application Cisco Application And Content Networking System Software 5.0 All All All

Application Cisco Application And Content Networking System Software 5.0.1 All All All

Application Cisco Application And Content Networking System Software 5.0.11.6 All All All

Application Cisco Application And Content Networking System Software 5.0.13.2 All All All

Application Cisco Application And Content Networking System Software 5.0.15.1 All All All

Application Cisco Application And Content Networking System Software 5.0.17.6 All All All

Application Cisco Application And Content Networking System Software 5.0.3.5 All All All

Application Cisco Application And Content Networking System Software 5.0.5.9 All All All

Application Cisco Application And Content Networking System Software 5.0.7.10 All All All

Application Cisco Application And Content Networking System Software 5.0.9.9 All All All

Application Cisco Application And Content Networking System Software 5.1.1.3 All All All

Application Cisco Application And Content Networking System Software 5.1.11.6 All All All

Application Cisco Application And Content Networking System Software 5.1.13.7 All All All

Application Cisco Application And Content Networking System Software 5.1.15.5 All All All

Application Cisco Application And Content Networking System Software 5.1.3.15 All All All

Application Cisco Application And Content Networking System Software 5.1.5.2 All All All

Application Cisco Application And Content Networking System Software 5.1.7.7 All All All

Application Cisco Application And Content Networking System Software 5.1.9.5 All All All

Application Cisco Application And Content Networking System Software 5.4 All All All

Application Cisco Application And Content Networking System Software 5.4.1.10 All All All

Application Cisco Application And Content Networking System Software 5.4.3.17 All All All

Application Cisco Application And Content Networking System Software 5.4.5.7 All All All

Application Cisco Application And Content Networking System Software 5.4.7.3 All All All

Application Cisco Application And Content Networking System Software 5.5 All All All

Application Cisco Application And Content Networking System Software 5.5.1.7 All All All

Application Cisco Application And Content Networking System Software 5.5.11.2 All All All

Application Cisco Application And Content Networking System Software 5.5.13.7 All All All

Application Cisco Application And Content Networking System Software 5.5.15.2 All All All

Application Cisco Application And Content Networking System Software 5.5.17 All All All

Application Cisco Application And Content Networking System Software 5.5.19 All All All

Application Cisco Application And Content Networking System Software 5.5.21 All All All

Application Cisco Application And Content Networking System Software 5.5.23 All All All

Application Cisco Application And Content Networking System Software 5.5.25 All All All

Application Cisco Application And Content Networking System Software 5.5.27 All All All

Application Cisco Application And Content Networking System Software 5.5.29 All All All
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Application Cisco Application And Content Networking System Software 5.5.29 All All All

Application Cisco Application And Content Networking System Software 5.5.3.1 All All All

Application Cisco Application And Content Networking System Software 5.5.5.4 All All All

Application Cisco Application And Content Networking System Software 5.5.7.7 All All All

Application Cisco Application And Content Networking System Software 5.5.9.9 All All All

Application Cisco Enterprise Content Delivery Network Software 2.0 All All All

Application Cisco Enterprise Content Delivery Network Software 2.5.3 All All All

Application Cisco Enterprise Content Delivery Network Software 2.5.5 All All All

Application Cisco Enterprise Content Delivery Network Software 2.0 All All All

Application Cisco Enterprise Content Delivery Network Software 2.5.3 All All All

Application Cisco Enterprise Content Delivery Network Software 2.5.5 All All All

Application Cisco Internet Streamer Content Delivery System 2.0 All All All

Application Cisco Internet Streamer Content Delivery System 2.6 All All All

Application Cisco Internet Streamer Content Delivery System 3.1 All All All

Application Cisco Internet Streamer Content Delivery System 2.0 All All All

Application Cisco Internet Streamer Content Delivery System 2.6 All All All

Application Cisco Internet Streamer Content Delivery System 3.1 All All All

Application Cisco Videoscape Delivery System For Internet Streamer 1.0.0 All All All

Application Cisco Videoscape Delivery System For Internet Streamer 3.2.0 All All All

Application Cisco Videoscape Delivery System For Internet Streamer 3.2.1 All All All

Application Cisco Videoscape Delivery System For Internet Streamer 1.0.0 All All All

Application Cisco Videoscape Delivery System For Internet Streamer 3.2.0 All All All

Application Cisco Videoscape Delivery System For Internet Streamer 3.2.1 All All All

Application Cisco Videoscape Delivery System Origin Server 1.0 All All All

Application Cisco Videoscape Delivery System Origin Server 1.0 All All All

Application Cisco Videoscape Distribution Suite Optimization Engine 1.0.0 All All All

Application Cisco Videoscape Distribution Suite Optimization Engine 1.0.0 All All All

Application Cisco Videoscape Distribution Suite Service Broker 1.0.0 All All All

Application Cisco Videoscape Distribution Suite Service Broker 1.0.1 All All All

Application Cisco Videoscape Distribution Suite Service Broker 1.1.0 All All All

Application Cisco Videoscape Distribution Suite Service Broker 1.0.0 All All All

Application Cisco Videoscape Distribution Suite Service Broker 1.0.1 All All All

Application Cisco Videoscape Distribution Suite Service Broker 1.1.0 All All All

Application Cisco Wide Area Application Services 4.0.1 All All All

Application Cisco Wide Area Application Services 4.0.11 All All All

Application Cisco Wide Area Application Services 4.0.13 All All All
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Application Cisco Wide Area Application Services 4.0.17 All All All

Application Cisco Wide Area Application Services 4.0.19 All All All

Application Cisco Wide Area Application Services 4.0.21 All All All

Application Cisco Wide Area Application Services 4.0.23 All All All

Application Cisco Wide Area Application Services 4.0.25 All All All

Application Cisco Wide Area Application Services 4.0.27 All All All

Application Cisco Wide Area Application Services 4.0.3 All All All

Application Cisco Wide Area Application Services 4.0.5 All All All

Application Cisco Wide Area Application Services 4.0.7 All All All

Application Cisco Wide Area Application Services 4.0.9 All All All

Application Cisco Wide Area Application Services 4.1.1 All All All

Application Cisco Wide Area Application Services 4.1.1 a All All

Application Cisco Wide Area Application Services 4.1.1 b All All

Application Cisco Wide Area Application Services 4.1.1 c All All

Application Cisco Wide Area Application Services 4.1.1 d All All

Application Cisco Wide Area Application Services 4.1.3 All All All

Application Cisco Wide Area Application Services 4.1.3 a All All

Application Cisco Wide Area Application Services 4.1.3 b All All

Application Cisco Wide Area Application Services 4.1.5 a All All

Application Cisco Wide Area Application Services 4.1.5 b All All

Application Cisco Wide Area Application Services 4.1.5 c All All

Application Cisco Wide Area Application Services 4.1.5 d All All

Application Cisco Wide Area Application Services 4.1.5 e All All

Application Cisco Wide Area Application Services 4.1.5 f All All

Application Cisco Wide Area Application Services 4.1.5 g All All

Application Cisco Wide Area Application Services 4.1.7 All All All

Application Cisco Wide Area Application Services 4.1.7 a All All

Application Cisco Wide Area Application Services 4.1.7 b All All

Application Cisco Wide Area Application Services 4.2.1 All All All

Application Cisco Wide Area Application Services 4.2.3 All All All

Application Cisco Wide Area Application Services 4.2.3 a All All

Application Cisco Wide Area Application Services 4.2.3 b All All

Application Cisco Wide Area Application Services 4.2.3 c All All

Application Cisco Wide Area Application Services 4.3.1 All All All

Application Cisco Wide Area Application Services 4.3.3 All All All
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Application Cisco Wide Area Application Services 4.3.5 All All All

Application Cisco Wide Area Application Services 4.3.5 a All All

Application Cisco Wide Area Application Services 4.4.1 All All All

Application Cisco Wide Area Application Services 4.4.3 All All All

Application Cisco Wide Area Application Services 4.4.3 a All All

Application Cisco Wide Area Application Services 4.4.3 b All All

Application Cisco Wide Area Application Services 4.4.3 c All All

Application Cisco Wide Area Application Services 4.4.5 All All All

Application Cisco Wide Area Application Services 4.4.5 a All All

Application Cisco Wide Area Application Services 4.4.5 b All All

Application Cisco Wide Area Application Services 4.4.5 c All All

Application Cisco Wide Area Application Services 4.4.5 d All All

Application Cisco Wide Area Application Services 4.4.7 All All All

Application Cisco Wide Area Application Services 5.0.1 All All All

Application Cisco Wide Area Application Services 5.0.3 All All All

Application Cisco Wide Area Application Services 5.0.3 a All All

Application Cisco Wide Area Application Services 5.0.3 c All All

Application Cisco Wide Area Application Services 5.0.3 d All All

Application Cisco Wide Area Application Services 5.1.1 All All All

Application Cisco Wide Area Application Services 5.1.1 a All All

Application Cisco Wide Area Application Services 5.1.1 b All All

Application Cisco Wide Area Application Services 5.2 All All All

Application Cisco Wide Area Application Services 4.0.1 All All All

Application Cisco Wide Area Application Services 4.0.11 All All All

Application Cisco Wide Area Application Services 4.0.13 All All All

Application Cisco Wide Area Application Services 4.0.17 All All All

Application Cisco Wide Area Application Services 4.0.19 All All All

Application Cisco Wide Area Application Services 4.0.21 All All All

Application Cisco Wide Area Application Services 4.0.23 All All All

Application Cisco Wide Area Application Services 4.0.25 All All All

Application Cisco Wide Area Application Services 4.0.27 All All All

Application Cisco Wide Area Application Services 4.0.3 All All All

Application Cisco Wide Area Application Services 4.0.5 All All All

Application Cisco Wide Area Application Services 4.0.7 All All All

Application Cisco Wide Area Application Services 4.0.9 All All All

Application Cisco Wide Area Application Services 4.1.1 All All All
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Application Cisco Wide Area Application Services 4.1.1 All All All

Application Cisco Wide Area Application Services 4.1.1 a All All

Application Cisco Wide Area Application Services 4.1.1 b All All

Application Cisco Wide Area Application Services 4.1.1 c All All

Application Cisco Wide Area Application Services 4.1.1 d All All

Application Cisco Wide Area Application Services 4.1.3 All All All

Application Cisco Wide Area Application Services 4.1.3 a All All

Application Cisco Wide Area Application Services 4.1.3 b All All

Application Cisco Wide Area Application Services 4.1.5 a All All

Application Cisco Wide Area Application Services 4.1.5 b All All

Application Cisco Wide Area Application Services 4.1.5 c All All

Application Cisco Wide Area Application Services 4.1.5 d All All

Application Cisco Wide Area Application Services 4.1.5 e All All

Application Cisco Wide Area Application Services 4.1.5 f All All

Application Cisco Wide Area Application Services 4.1.5 g All All

Application Cisco Wide Area Application Services 4.1.7 All All All

Application Cisco Wide Area Application Services 4.1.7 a All All

Application Cisco Wide Area Application Services 4.1.7 b All All

Application Cisco Wide Area Application Services 4.2.1 All All All

Application Cisco Wide Area Application Services 4.2.3 All All All

Application Cisco Wide Area Application Services 4.2.3 a All All

Application Cisco Wide Area Application Services 4.2.3 b All All

Application Cisco Wide Area Application Services 4.2.3 c All All

Application Cisco Wide Area Application Services 4.3.1 All All All

Application Cisco Wide Area Application Services 4.3.3 All All All

Application Cisco Wide Area Application Services 4.3.5 All All All

Application Cisco Wide Area Application Services 4.3.5 a All All

Application Cisco Wide Area Application Services 4.4.1 All All All

Application Cisco Wide Area Application Services 4.4.3 All All All

Application Cisco Wide Area Application Services 4.4.3 a All All

Application Cisco Wide Area Application Services 4.4.3 b All All

Application Cisco Wide Area Application Services 4.4.3 c All All

Application Cisco Wide Area Application Services 4.4.5 All All All

Application Cisco Wide Area Application Services 4.4.5 a All All

Application Cisco Wide Area Application Services 4.4.5 b All All

Application Cisco Wide Area Application Services 4.4.5 c All All
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Application Cisco Wide Area Application Services 4.4.5 d All All

Application Cisco Wide Area Application Services 4.4.7 All All All

Application Cisco Wide Area Application Services 5.0.1 All All All

Application Cisco Wide Area Application Services 5.0.3 All All All

Application Cisco Wide Area Application Services 5.0.3 a All All

Application Cisco Wide Area Application Services 5.0.3 c All All

Application Cisco Wide Area Application Services 5.0.3 d All All

Application Cisco Wide Area Application Services 5.1.1 All All All

Application Cisco Wide Area Application Services 5.1.1 a All All

Application Cisco Wide Area Application Services 5.1.1 b All All

Application Cisco Wide Area Application Services 5.2 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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