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CVE-2013-3464

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACLAUSIGNINAC Certain versions of los Xr from Cisco contain the following vulnerability:

Cisco I10S XR allows local users to cause a denial of service (Silicon
Packet Processor memory corruption, improper mutex handling, and
device reload) by starting an outbound flood of large ICMP Echo
Request packets and stopping this with a CTRL-C sequence, aka Bug
ID CSCui60347.

CVE-2013-3464 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: 4.6- MEDIUM

Access Access Authentication
Vector Complexity
LOW
Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | [ NONE | COMPLETE
CVE References
Description Tags Link
IBM X-Force Exchange SCEIEREAETESTN @ XF cisco-iosxr-cve20133464-dos(86385)
Cisco Security Notice: Cisco I0S XR Internet Control Vendor Advisory (D) CISCO 20130812 Cisco 10S XR Internet
Message Protocol Denial of Service Vulnerability Control Message Protocol Denial of Service
Vulnerability
Cisco 10S XR ICMP Memory Corruption Flaw Lets Local Third Party Advisory () SECTRACK 1028914
Users Deny Service - SecurityTracker
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
nnnnnn +AN A vAnAvE



https://cve.report/
https://cve.report/CVE-2013-3464/mitre
https://cve.report/CVE-2013-3464/nist
https://cve.report/CVE-2013-3464/cve_org
https://cve.report/CVE-2013-3464.pdf
http://cve.report/software/cisco/ios_xr
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/86385
http://tools.cisco.com/security/center/content/CiscoSecurityNotice/CVE-2013-3464
http://www.securitytracker.com/id/1028914

CUHTTHISTUWUVE.TSPUI L.

There are currently no QIDs associated with this CVE
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dkukakakakakak.

cpe:2.3:0:cisco:ios_xr:3.3(.3):

dkukakakakakak.

cpe:2.3:0:cisco:ios_xr:3.3(.4):

Skuk ok k Lk akak.

cpe:2.3:0:CisCo:ios_xr:3.4(.3):

AKLakak ok akak k.

cpe:2.3:0:Cisco:ios_Xr:3.4\(.0\) e



ak KLk Lk kLKL k,

cpe:2.3:0:cisco:ios_xr:3.6_base:*:*:":***:

Skakakkkakak.

cpe:2.3:0:cisco:ios_xr:3.7(.1): e

Kk kKK KLk,

cpe:2.3:0:cisco:ios_xr:3.7_base:*:*:**

Sk Rk Lk kakak.

cpe:2.3:0:cisco:ios_xr:3.8(.0):

Sk Lk k kR akak.

cpe:2.3:0:Cisco:ios_xr:3.8(. 1)
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cpe:2.3:0:cisco:ios_xr:4.0_base:*:*:*:*:*

Sk Kk kR akak.

cpe:2.3:0:cisco:ios_xr:4.1(.0):

Sk Lk ak kR akak.

cpe:2.3:0:Cisco:ios_xr:4. (1)
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cpe:2.3:0:cisco:ios_xr:3.6_base:*:*:":**:

akLk kKK kK,

cpe:2.3:0:cisco:ios_xr:3.7\(.1\): "
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No vendor comments have been submitted for this CVE
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