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Summary

CVE CVE-2013-3497

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-05-08 23:55:00 UTC

Updated 2017-08-29 01:33:00 UTC

Description Juniper Junos Space before 12.3P2.8, as used on the JA1500 appliance and in other contexts, includes a cleartext password in a configuration tab, which makes it easier for physically proximate attackers to obtain the password by reading the workstation screen.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Juniper Junos Space 1.0 All All All

Application Juniper Junos Space 1.1 All All All

Application Juniper Junos Space 1.2 All All All

Application Juniper Junos Space 1.3 All All All

Application Juniper Junos Space 1.4 All All All

Application Juniper Junos Space 11.1 All All All

Application Juniper Junos Space 11.2 All All All

Application Juniper Junos Space 11.3 All All All

Application Juniper Junos Space 11.4 All All All

Application Juniper Junos Space 12.1 All All All

Application Juniper Junos Space 12.2 All All All

Application Juniper Junos Space 2.0 All All All

Application Juniper Junos Space 1.0 All All All

Application Juniper Junos Space 1.1 All All All

Application Juniper Junos Space 1.2 All All All

Application Juniper Junos Space 1.3 All All All

Application Juniper Junos Space 1.4 All All All
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Application Juniper Junos Space 1.4 All All All

Application Juniper Junos Space 11.1 All All All

Application Juniper Junos Space 11.2 All All All

Application Juniper Junos Space 11.3 All All All

Application Juniper Junos Space 11.4 All All All

Application Juniper Junos Space 12.1 All All All

Application Juniper Junos Space 12.2 All All All

Application Juniper Junos Space 2.0 All All All

Application Juniper Junos Space All All All All

Hardware Juniper Junos Space Ja1500 Appliance - All All All

Hardware Juniper Junos Space Ja1500 Appliance - All All All

Application Juniper Junos Space Virtual Appliance - All All All

Application Juniper Junos Space Virtual Appliance - All All All

References

Reference Source

[Archive] 2013-05 Security Bulletin: Junos Space: CVE-2013-3497 Password disclosure while viewing configuration - Juniper Networks CONFIRM

Multiple Juniper Networks Products CVE-2013-3497 Password Disclosure Vulnerability BID

IBM X-Force Exchange XF

93112 OSVDB

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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