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CVE CVE-2013-3499
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2013-05-08 12:09:00 UTC
Updated 2013-11-25 04:34:00 UTC
Description GroundWork Monitor Enterprise 6.7.0 performs authentication on the basis of the HTTP Referer header, which allows remo
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Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gwos Groundwork Monitor 6.7.0 - enterprise All
Application Gwos Groundwork Monitor 6.7.0 - enterprise All

References

Reference Source
Log In - GWConnect MISC
GroundWork Monitor Enterprise Multiple Security Bypass Vulnerabilities BID
Vulnerability Note VU#345260 - GroundWork Monitor Enterprise contains multiple vulnerabilites CERT-VN
Vulnerability Lab - SEC Consult MISC

CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link
kb.groundworkopensource.co
www.securityfocus.com
www.kb.cert.org
www.sec-consult.com
Wwww.cve.org

nvd.nist.gov



https://cve.report/
https://cve.report/CVE-2013-3499/mitre
https://cve.report/CVE-2013-3499/nist
https://cve.report/CVE-2013-3499/cve_org
https://cve.report/api/cve/CVE-2013-3499.json
https://cve.report/CVE-2013-3499.pdf
http://cve.report/vendor/gwos
http://cve.report/software/gwos/groundwork_monitor
http://cve.report/vendor/gwos
http://cve.report/software/gwos/groundwork_monitor
https://kb.groundworkopensource.com/display/SUPPORT/SA6.7.0-1+Some+web+components+allow+bypass+of+role+access+controls
http://www.securityfocus.com/bid/58404
http://www.kb.cert.org/vuls/id/345260
https://www.sec-consult.com/fxdata/seccons/prod/temedia/advisories_txt/20130308-0_GroundWork_Monitoring_Multiple_critical_vulnerabilities_wo_poc_v10.txt
https://www.cve.org/CVERecord?id=CVE-2013-3499
https://nvd.nist.gov/vuln/detail/CVE-2013-3499
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