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CVE CVE-2013-3524
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: CWE-89

Type Vendor Product Version Update Edition
Application Simpilotgroup Pop Up News 2.0 All All
Application Simpilotgroup Pop Up News 2.0 All All

NVD Known Affected Configurations (CPE 2.3)

Published 2013-05-10 21:55:00 UTC
Updated 2017-08-29 01:33:00 UTC
Description SQL injection vulnerability in popupnewsitem/ in the Pop Up News module 2.0 and possibly earlier for phpVMS allows remc

1|

Language
All

All

References

1]

Reference Source
phpVMS Virtual Airline Administration 'itemid' Parameter SQL Injection Vulnerability BID
IBM X-Force Exchange XF

Security Advisory SA53033 - phpVMS PopUpNews Module SQL Injection Vulnerability - Secunia  SECUNIA

Update due to SQL injection exploit - DavidJClark/phpVMS-PopUpNews@5cadf9c - GitHub CONFIRM
Update to controller - DavidJClark/phpVMS-PopUpNews@efaffa0 - GitHub CONFIRM
92328 OSvDB
phpVMS Virtual Airline Administration 2.1.934 & 2.1.935 - SQL Injection Vulnerability EXPLOIT-DB
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link
www.securityfocus.com
exchange.xforce.ibmclouc
secunia.com

github.com

github.com
www.osvdb.org
www.exploit-db.com
www.cve.org

nvd.nist.gov

Wﬂ

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2013-3524/mitre
https://cve.report/CVE-2013-3524/nist
https://cve.report/CVE-2013-3524/cve_org
https://cve.report/api/cve/CVE-2013-3524.json
https://cve.report/CVE-2013-3524.pdf
http://cve.report/vendor/simpilotgroup
http://cve.report/software/simpilotgroup/pop_up_news
http://cve.report/vendor/simpilotgroup
http://cve.report/software/simpilotgroup/pop_up_news
http://www.securityfocus.com/bid/59057
https://exchange.xforce.ibmcloud.com/vulnerabilities/83423
http://secunia.com/advisories/53033
https://github.com/DavidJClark/phpVMS-PopUpNews/commit/5cadf9cbf4d0872a879666ea594be356fad5897e
https://github.com/DavidJClark/phpVMS-PopUpNews/commit/efaffa04ef87db1722d69ac7bfc07be71ce2dccf
http://www.osvdb.org/92328
http://www.exploit-db.com/exploits/24960
https://www.cve.org/CVERecord?id=CVE-2013-3524
https://nvd.nist.gov/vuln/detail/CVE-2013-3524

There are currently no legacy QID mappings associated with this CVE.
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