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Summary

CVE CVE-2013-3540

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-04 23:55:00 UTC

Updated 2013-10-07 14:55:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in cgi-bin/admin/usrgrp.cgi in AirLive POE2600HD, POE250HD, POE200HD, OD-325HD, OD-2025HD, OD-2060HD, POE100HD, and possibly other camera models allows remote attackers to hijack the authentication of administrators for requests that add users.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ovislink Airlive Od-2025hd - All All All

Hardware Ovislink Airlive Od-2025hd - All All All

Hardware Ovislink Airlive Od-2060hd - All All All

Hardware Ovislink Airlive Od-2060hd - All All All

Hardware Ovislink Airlive Poe100hd - All All All

Hardware Ovislink Airlive Poe100hd - All All All

Hardware Ovislink Airlive Poe200hd - All All All

Hardware Ovislink Airlive Poe200hd - All All All

Hardware Ovislink Airlive Poe250hd - All All All

Hardware Ovislink Airlive Poe250hd - All All All

Hardware Ovislink Airlive Poe2600hd - All All All

Hardware Ovislink Airlive Poe2600hd - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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