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Summary

CVE CVE-2013-3582

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-28 13:13:00 UTC

Updated 2013-10-07 18:04:00 UTC

Description Buffer overflow in Dell BIOS on Dell Latitude D###, E####, XT2, and Z600 devices, and Dell Precision M#### devices, allows local users to bypass intended BIOS signing requirements and install arbitrary BIOS images by leveraging administrative privileges and providing a crafted rbu_packet.pktNum value in conjunction with a crafted rbu_packet.pktSize value.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dell Latitude D530 - All All All

Hardware Dell Latitude D530 - All All All

Hardware Dell Latitude D531 - All All All

Hardware Dell Latitude D531 - All All All

Hardware Dell Latitude D630 - All All All

Hardware Dell Latitude D630 - All All All

Hardware Dell Latitude D631 - All All All

Hardware Dell Latitude D631 - All All All

Hardware Dell Latitude D830 - All All All

Hardware Dell Latitude D830 - All All All

Hardware Dell Latitude E4200 - All All All

Hardware Dell Latitude E4200 - All All All

Hardware Dell Latitude E4300 - All All All

Hardware Dell Latitude E4300 - All All All

Hardware Dell Latitude E5400 - All All All

Hardware Dell Latitude E5400 - All All All

Hardware Dell Latitude E5500 - All All All
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Hardware Dell Latitude E5500 - All All All

Hardware Dell Latitude E5500 - All All All

Hardware Dell Latitude E6400 - All All All

Hardware Dell Latitude E6400 - All All All

Hardware Dell Latitude E6400 Atg - All All All

Hardware Dell Latitude E6400 Atg - All All All

Hardware Dell Latitude E6400 Atg Xfr - All All All

Hardware Dell Latitude E6400 Atg Xfr - All All All

Hardware Dell Latitude E6500 - All All All

Hardware Dell Latitude E6500 - All All All

Hardware Dell Latitude Xt2 - All All All

Hardware Dell Latitude Xt2 - All All All

Hardware Dell Latitude Z600 - All All All

Hardware Dell Latitude Z600 - All All All

Hardware Dell Precision M2300 - All All All

Hardware Dell Precision M2300 - All All All

Hardware Dell Precision M2400 - All All All

Hardware Dell Precision M2400 - All All All

Hardware Dell Precision M4300 - All All All

Hardware Dell Precision M4300 - All All All

Hardware Dell Precision M4400 - All All All

Hardware Dell Precision M4400 - All All All

Hardware Dell Precision M6300 - All All All

Hardware Dell Precision M6300 - All All All

Hardware Dell Precision M6400 - All All All

Hardware Dell Precision M6400 - All All All

Hardware Dell Precision M6500 - All All All

Hardware Dell Precision M6500 - All All All

References

Reference Source

Vulnerability Note VU#912156 - Dell BIOS in some Latitude laptops and Precision Mobile Workstations vulnerable to buffer overflow CERT-VN

Black Hat USA 2013 | Archives MISC

media.blackhat.com | 522: Connection timed out MISC

Dell Computer Corporation, Inc. Information for VU#912156 CONFIRM

media.blackhat.com | 522: Connection timed out MISC
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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