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Summary

CVE CVE-2013-3623

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-10 16:11:00 UTC

Updated 2017-11-15 02:29:00 UTC

Description Multiple stack-based buffer overflows in cgi/close_window.cgi in the web interface in the Intelligent Platform Management Interface (IPMI) with firmware before 3.15 (SMT_X9_315) on Supermicro X9 generation motherboards allow remote attackers to execute arbitrary code via the (1) sess_sid or (2) ACT parameter.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Supermicro Intelligent Platform Management Firmware 2.24 - - All

Operating System Supermicro Intelligent Platform Management Firmware 2.24 - - All

Operating System Supermicro Intelligent Platform Management Firmware All - - All

References

Reference Source Link

Multiple Security Vulnerabilities in Citrix NetScaler Platform IPMI Lights Out Management (LOM) firmware CONFIRM support.citrix.com

Supermicro Onboard IPMI close_window.cgi Buffer Overflow EXPLOIT-DB www.exploit-db.com

Supermicro IPMI 'close_window.cgi' Multiple Buffer Overflow Vulnerabilities BID www.securityfocus.com

Supermicro IPMI Security Updates November 2013 - Thomas Krenn Wiki MISC www.thomas-krenn.com

www.supermicro.com/products/nfo/files/IPMI/CVE_Update.pdf CONFIRM www.supermicro.com

Metasploit: Supermicro IPMI Firmware Vulnerabil... | SecurityStreet MISC community.rapid7.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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