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AVUACUAUNCININAC Certain versions of Windows 7 from Microsoft contain the following
’ vulnerability:

The EPATHOBJ::bFlatten function in win32k.sys in Microsoft Windows
XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2,
Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8,
Windows Server 2012, and Windows RT does not check whether
linked-list traversal is continually accessing the same list member,
which allows local users to cause a denial of service (infinite traversal) via vectors that trigger
a crafted PATHRECORD chain.

CVE-2013-3661 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 4.9 - MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[NoNE [NONE |
Description Tags Link
win32k!EPATHOBJ::pprFlattenRec % EXPLOIT-DB 25611

Uninitialized Next Pointer Testcase

Google engineer bashes Eg MISC www.computerworld.com/s/article/9239477
Microsoft's handling of security

researchers, discloses Windows

zero-day | Computerworld

Google engineer publicizes Y/ MISC www.theverge.com/2013/5/23/4358400/google-engineer-bashes-n
Windows zero-day bug, claims discloses-windows-flaw
Microsoft is 'difficult to work with' |
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The Verge

Security Advisory SA53435 - { SECUNIA 53435
Microsoft Windows Kernel Multiple
Vulnerabilities - Secunia
() OSVDB 93539
Tavis Ormandy na Twitterze: "l just  FUECL T EES MISC twitter.com/taviso/statuses/335557286657400832
realised a really cute trick to
exploit the EPATHOBUJ bug, make
the list cycle, then a thread can
clean up the pool, and patch it!"
NEOHAPSIS - Peace of Mind ) FULLDISC 20130603 Re: exploitation ideas under memory pressure
Through Integrity and Insight
NEOHAPSIS - Peace of Mind @) FULLDISC 20130517 Re: exploitation ideas under memory pressure
Through Integrity and Insight
0day: Windows Kernel EPATHOBJ S MISC
Vulnerability : netsec www.reddit.com/r/netsec/comments/1eqh66/0day_windows_kernel_epathot

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Microsoft Windows 7 - sp1 x64 All
System
Operating Microsoft Windows 7 - sp1i x86 All
System
Operating Microsoft Windows 7 - sp1 x64 All
System
Operating Microsoft Windows 7 - sp1i x86 All
System
Operating Microsoft Windows 8 - - x64 All
System
Operating Microsoft Windows 8 - - x86 All
System
Operating Microsoft Windows 8 - - x64 All
System
Operating Microsoft Windows 8 - - x86 All
System

Microsoft Windows Rt - All All All

Operating
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cpe:2.3:0:microsoft:windows_rt:-:*:*:*: %

cpe:2.3:0:microsoft:windows_server_2003:*:sp2:*:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_server_2008:-:s5p2:*:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_server_2008:r2:sp1:*:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_server_2008:-:s5p2:*:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_server_2012:-:*:***:**:*:

cpe:2.3:0:microsoft:windows_server_2012:-:*:***:**:*:

cpe:2.3:0:microsoft:windows_vista:-:sp2:*:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_vista:-:sp2:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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