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A Privilege Escalation Vulnerability exists in Sprite Software Spritebud 1.3.24 and 1.3.28 and Backup 2.5.4105 and 2.5.410
| i

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Lg E971 - All All All
Lg E971 - All All All
Lg E973 - All All All
Lg E973 - All All All
Lg E975 - All All All
Lg E975 - All All All
Lg E975k - All All All
Lg E975k - All All All
Lg E975t - All All All
Lg E975t - All All All
Lg E976 - All All All
Lg E976 - All All All
Lg E977 - All All All
Lg EQ77 - All All All
Lg F100k - All All All
Lg F100k - All All All

Lg F100I - All All All
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Application Spritesottware Spritebackup 2.5.4108 All All Al

Application Spritesoftware Spritebackup 2.5.4105 All All All

Application Spritesoftware Spritebackup 2.5.4108 All All All

Application Spritesoftware Spritebud 1.3.24 All All All

Application Spritesoftware Spritebud 1.3.28 All All All

Application Spritesoftware Spritebud 1.3.24 All All All

Application Spritesoftware Spritebud 1.3.28 All All All

Reference Source Link

All vulnerabilities - Android Vulnerabilities MISC androidvulneral

Full Disclosure: CVE-2013-3685: Root exploit for LG Android devices (target sprite software's backup daemon) MISC seclists.org

IBM X-Force Exchange MISC exchange.xforc
Multiple Sprite Software Products for LG Android Devices Local Privilege Escalation Vulnerability MISC www.securityfo
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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