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Summary

CVE CVE-2013-3694

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-11-18 03:55:00 UTC

Updated 2013-11-19 18:50:00 UTC

Description BlackBerry Link before 1.2.1.31 on Windows and before 1.1.1 build 39 on Mac OS X does not require authentication for remote file-access folders, which allows remote attackers to read or create arbitrary files via IPv6 WebDAV requests, as demonstrated by a CSRF attack involving DNS rebinding.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Application Blackberry Blackberry Link 1.0.1.12 All All All

Application Blackberry Blackberry Link 1.1.1.26 All All All

Application Blackberry Blackberry Link 1.1.1.41 All All All

Application Blackberry Blackberry Link 1.2.0.12 All All All

Application Blackberry Blackberry Link 1.0.1.12 All All All

Application Blackberry Blackberry Link 1.1.1.26 All All All

Application Blackberry Blackberry Link 1.1.1.41 All All All

Application Blackberry Blackberry Link 1.2.0.12 All All All

Application Blackberry Blackberry Link All All All All

Application Blackberry Blackberry Link All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All
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Tavis Ormandy: QNX MISC blog.cmpxchg8b.com Exploit

KB35315-BSRT 2013-012 Vulnerability in remote file access feature impacts BlackBerry Link CONFIRM www.blackberry.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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