Summary
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State
Assigner
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Updated

Description

CVE-2013-37/18

MITRE NVD

CVE-2013-3718

PUBLIC

cve@mitre.org

CVE.ORG

Print: PDF %5

CVE Program / NVD first with legacy fallback

2019-11-01 13:15:00 UTC

2019-11-05 20:17:00 UTC

evince is missing a check on number of pages which can lead to a segmentation fault

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Operating System
Operating System
Operating System

Operating System

Vendor
Debian
Debian
Debian
Debian
Debian
Debian
Gnome
Gnome
Gnome
Gnome
Opensuse
Opensuse
Redhat

Redhat

Product
Debian Linux
Debian Linux
Debian Linux
Debian Linux
Debian Linux
Debian Linux
Evince
Evince
Evince
Evince
Opensuse
Opensuse
Enterprise Linux

Enterprise Linux

Version

10.0

8.0

9.0

10.0

8.0

9.0

3.8.2

3.9.2

13.1

5.0

5.0

Update
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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https://cve.report/
https://cve.report/CVE-2013-3718/mitre
https://cve.report/CVE-2013-3718/nist
https://cve.report/CVE-2013-3718/cve_org
https://cve.report/CVE-2013-3718.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/gnome
http://cve.report/software/gnome/evince
http://cve.report/vendor/gnome
http://cve.report/software/gnome/evince
http://cve.report/vendor/gnome
http://cve.report/software/gnome/evince
http://cve.report/vendor/gnome
http://cve.report/software/gnome/evince
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
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Bug 701302 — Segfault on a corrupted PDF file MISC
Bug 970030 — VUL-1: CVE-2013-3718: evince: missing check on number of pages MISC
CVE-2013-3718 MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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bugzilla.g
bugzilla.s
security-ti

Www.Ccve.

nvd.nist.g

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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