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AVNACLAUNCPIPAP Certain versions of Crowd from Atlassian contain the following
’ vulnerability:

** DISPUTED ** Atlassian Crowd 2.6.3 allows remote attackers to
execute arbitrary commands via unspecified vectors related to a
"symmetric backdoor." NOTE: as of 20130704, the vendor could not
reproduce the issue, stating "We've been unable to substantiate the
existence of [CVE-2013-3926]. The author of the article has not
contacted Atlassian and has provided no detail, making it difficult to validate the claim... If we
can confirm that there is a vulnerability, a patch will be issued."

CVE-2013-3926 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH
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CVE References

Description Tags Link

@ MISC
www.commandfive.com/papers/C5_TA_2013_3925_AtlassianCrowd.pdf

Not Archived

Backdoor Discovered In Atlassian MISC it.slashdot.org/story/13/07/01/0011217/backdoor-discovered-
Crowd - Slashdot in-atlassian-crowd
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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[ comment@cve.report.
There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Atlassian Crowd 2.6.3 All All All
Application Atlassian Crowd 2.6.3 All All All

cpe:2.3:a:atlassian:crowd:2.6.3:*:":* "

cpe:2.3:a:atlassian:crowd:2.6.3:*:*:*:* "
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