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CVE-2013-3962

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

Certain versions of Gxv3500 from Grandstream contain the following
vulnerability:

AVENAAC MYALNIC N/ LEPIACN

Cross-site scripting (XSS) vulnerability in Grandstream GXV3501,
GXV3504, GXV3601, GXV3601HD/LL, GXV3611HD/LL,
GXV3615W/P, GXV3651FHD, GXV3662HD, GXV3615WP_HD,
GXV3500, and possibly other camera models before firmware 1.0.4.44,
allows remote attackers to inject arbitrary web script or HTML via the

PATH_INFO.

CVE-2013-3962 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: (EEEMEDIN) |

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have intormation that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

U

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= 4 Grandstream Gxv3500 - All All All
Hardware &= 4 Grandstream Gxv3500 - All All All
Hardware = 4 Grandstream Gxv3501 - All All All
Hardware &= 4 Grandstream Gxv3501 - All All All
Hardware &= = Grandstream Gxv3504 - All All All
Hardware &= = Grandstream Gxv3504 - All All All
Hardware &= = Grandstream Gxv3601 - All All All
Hardware &= = Grandstream Gxv3601 - All All All
Hardware &= 4 Grandstream Gxv3601hd/ll - All All All
Hardware &= 4 Grandstream Gxv3601hd/ll - All All All
Hardware &= 4 Grandstream Gxv3601hd/ll - All All All
Hardware &= 4 Grandstream Gxv3611hd/ll - All All All
Hardware = 4 Grandstream Gxv3611hd/ll - All All All
Hardware = 4 Grandstream Gxv3611hd/ll - All All All
Hardware &= 4 Grandstream Gxv3615w/p - All All All
Hardware &= 4 Grandstream Gxv3615wp Hd - All All All
Hardware &= 4 Grandstream Gxv3615wp Hd - All All All
Hardware = >4 Grandstream Gxv3615w/p - All All All
Hardware = >4 Grandstream Gxv3615w/p - All All All
Hardware = [ Grandstream Gxv3651fhd - All All All
Hardware = [ Grandstream Gxv3651fhd - All All All
Hardware &= = Grandstream Gxv3662hd - All All All
Hardware &= = Grandstream Gxv3662hd - All All All
Operating Grandstream Gxv Device Firmware 1.0.2.3 All All All

System
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Operating Grandstream Gxv Device Firmware All All All All
System

e_ekakuk kR kR,

cpe:2.3:h:grandstream:gxv3500:-:*:** "%

e_akakuk oKk kR,

cpe:2.3:h:grandstream:gxv3500:-:*:*:* "%

e_ekakak kKR k.

cpe:2.3:h:grandstream:gxv3501 - " %

e_ekakakukakak ok,

cpe:2.3:h:grandstream:gxv3501 -

e_ekakak kR Rk,

cpe:2.3:h:grandstream:gxv3504 - "%

e kKR ok ak kR,

cpe:2.3:h:grandstream:gxv3601 - " "%

e_ekakak ok akak ok,

cpe:2.3:h:grandstream:gxv3601 :-:*:* "

e_ekakak ok ak koK.

cpe:2.3:h:grandstream:gxv3601hd/Il:-:*:** %

e ek koK ko kKK,

cpe:2.3:h:grandstream:gxv3662hd:-:*:*:*:*:*:*:*:

Skukkk Lk ukak.

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.2.3:*:

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.3.9:*:*:":*

dkLk kR kLR k.

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.4.11:%:*


http://cve.report/vendor/grandstream
http://cve.report/software/grandstream/gxv_device_firmware

AkakLk kR Rk,

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.4.34:*:*:****:*:

akakak kR kR,

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.4.37: " "

AkakLak kKR k.

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.4.38: " :*:*:*:

dkak kKRR k.

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.4.42:*:* "

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.4.6::*:*:**:*:*:

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.4.7:*:*:***:*:*:

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.2.3:*:*:***:*:*:

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.3.9:**:***:*:*:

dkakak ok ak Rk,

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.4.11 % %%

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.4.6:*:*:*:**:":*:

cpe:2.3:0:grandstream:gxv_device_firmware:1.0.4.7:* """

dkakakkokakakk,

cpe:2.3:0:grandstream:gxv_device_firmware:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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