CVE-2013-4025
Published on: 09/25/2013 12:00:00 AM UTC
Last Modified on: 08/23/2021 11:28:27 PM UTC

CVE-2013-4025

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AV-UACMAUNCPINAN Certain versions of Data Studio Web Console from Ibm contain the
’ following vulnerability:

IBM Data Studio Web Console 3.x before 3.2, Optim Performance
Manager 5.x before 5.2, InfoSphere Optim Configuration Manager 2.x
before 2.2, and DB2 Recovery Expert 2.x do not have an off
autocomplete attribute for the login-password field, which makes it
easier for remote attackers to obtain access by leveraging an
unattended workstation.

CVE-2013-4025 has been assigned by () psirt@us.ibm.com to track the vulnerability

CVSS2 Score: 1.9-LOW

Access Access Authentication
Vector Complexity

=3
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
IBM X-Force Exchange € XF datastudio-cve20134025-
autocomplete(85933)

IBM Security Bulletin: Multiple vulnerabilities exist in IBM Data Studio o2v CONFIRM www-

Web Console, Optim Performance Manager, IBM InfoSphere Optim 01.ibm.com/support/docview.wss?

Configuration Manager, and DB2 Recovery Expert for Linux, UNIX and uid=swg21650504
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Data Studio Web Console 3.1.0 All All All
Application Ibm Data Studio Web Console 3.1.0 All All All
Application Ibm Db2 Recovery Expert 2.0 All All All
Application Ibm Db2 Recovery Expert 2.0 All All All
Application Ibm Infosphere Optim Configuration Manager 2.0 All All All
Application Ibm Infosphere Optim Configuration Manager 2.1 All All All
Application Ibm Infosphere Optim Configuration Manager 2.0 All All All
Application Ibm Infosphere Optim Configuration Manager 2.1 All All All
Application Ibm Optim Performance Manager 5.1.0 All All All
Application Ibm Optim Performance Manager 5.1.0 All All All

cpe:2.3:a:ibm:data_studio_web_console:3.1.0:*:* "%

cpe:2.3:a:ibm:data_studio_web_console:3.1.0:*:*:**:**::

cpe:2.3:a:ibm:db2_recovery_expert:2.0:*:*: "

cpe:2.3:a:ibm:db2_recovery_expert:2.0:*:*: "

cpe:2.3:a:ibm:infosphere_optim_configuration_manager:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:infosphere_optim_configuration_manager:2.1:*:*:*:**:*:*:

cpe:2.3:a:ibm:infosphere_optim_configuration_manager:2.0:*:*:*:**:*:*:

cpe:2.3:a:ibm:infosphere_optim_configuration_manager:2.1:*:*:*:**:*:*:

cpe:2.3:a:ibm:optim_performance_manager:5.1.0:*:*: "

cpe:2.3:a:ibm:optim_performance_manager:5.1.0:*:*: "

No vendor comments have been submitted for this CVE
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