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Summary

CVE CVE-2013-4038

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-09 23:55:00 UTC

Updated 2017-08-29 01:33:00 UTC

Description The Intelligent Platform Management Interface (IPMI) implementation in Integrated Management Module (IMM) on IBM BladeCenter, Flex System, System x iDataPlex, and System x3### servers uses cleartext for password storage, which allows context-dependent attackers to obtain sensitive information by reading a file.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ibm Bladecenter hs22 All All All

Hardware Ibm Bladecenter hs22v All All All

Hardware Ibm Bladecenter hs23 All All All

Hardware Ibm Bladecenter hs23e All All All

Hardware Ibm Bladecenter hx5 All All All

Hardware Ibm Bladecenter hs22 All All All

Hardware Ibm Bladecenter hs22v All All All

Hardware Ibm Bladecenter hs23 All All All

Hardware Ibm Bladecenter hs23e All All All

Hardware Ibm Bladecenter hx5 All All All

Hardware Ibm Flex System X220 Compute Node - All All All

Hardware Ibm Flex System X220 Compute Node - All All All

Hardware Ibm Flex System X240 Compute Node - All All All

Hardware Ibm Flex System X240 Compute Node - All All All

Hardware Ibm Flex System X440 Compute Node - All All All

Hardware Ibm Flex System X440 Compute Node - All All All

Hardware Ibm System X3100 M4 - All All All
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Hardware Ibm System X3100 M4 - All All All

Hardware Ibm System X3100 M4 - All All All

Hardware Ibm System X3200 M3 - All All All

Hardware Ibm System X3200 M3 - All All All

Hardware Ibm System X3250 M3 - All All All

Hardware Ibm System X3250 M3 - All All All

Hardware Ibm System X3250 M4 - All All All

Hardware Ibm System X3250 M4 - All All All

Hardware Ibm System X3400 M2 - All All All

Hardware Ibm System X3400 M2 - All All All

Hardware Ibm System X3400 M3 - All All All

Hardware Ibm System X3400 M3 - All All All

Hardware Ibm System X3500 M2 - All All All

Hardware Ibm System X3500 M2 - All All All

Hardware Ibm System X3500 M3 - All All All

Hardware Ibm System X3500 M3 - All All All

Hardware Ibm System X3500 M4 - All All All

Hardware Ibm System X3500 M4 - All All All

Hardware Ibm System X3530 M4 - All All All

Hardware Ibm System X3530 M4 - All All All

Hardware Ibm System X3550 M2 - All All All

Hardware Ibm System X3550 M2 - All All All

Hardware Ibm System X3550 M3 - All All All

Hardware Ibm System X3550 M3 - All All All

Hardware Ibm System X3550 M4 - All All All

Hardware Ibm System X3550 M4 - All All All

Hardware Ibm System X3620 M3 - All All All

Hardware Ibm System X3620 M3 - All All All

Hardware Ibm System X3630 M3 - All All All

Hardware Ibm System X3630 M3 - All All All

Hardware Ibm System X3630 M4 - All All All

Hardware Ibm System X3630 M4 - All All All

Hardware Ibm System X3650 M2 - All All All

Hardware Ibm System X3650 M2 - All All All

Hardware Ibm System X3650 M3 - All All All

Hardware Ibm System X3650 M3 - All All All
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Hardware Ibm System X3650 M4 - All All All

Hardware Ibm System X3650 M4 - All All All

Hardware Ibm System X3690 X5 - All All All

Hardware Ibm System X3690 X5 - All All All

Hardware Ibm System X3750 M4 - All All All

Hardware Ibm System X3750 M4 - All All All

Hardware Ibm System X3850 X5 - All All All

Hardware Ibm System X3850 X5 - All All All

Hardware Ibm System X3950 X5 - All All All

Hardware Ibm System X3950 X5 - All All All

Hardware Ibm System X Idataplex Dx360 M2 Server - All All All

Hardware Ibm System X Idataplex Dx360 M2 Server - All All All

Hardware Ibm System X Idataplex Dx360 M3 Server - All All All

Hardware Ibm System X Idataplex Dx360 M3 Server - All All All

Hardware Ibm System X Idataplex Dx360 M4 Server - All All All

Hardware Ibm System X Idataplex Dx360 M4 Server - All All All

References

Reference Source Link Tags

IBM Support CONFIRM www.ibm.com Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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