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CVE-2013-4111

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCRIPIAN Certain versions of Python Glanceclient from Openstack contain the
following vulnerability:

The Python client library for Glance (python-glanceclient) before 0.10.0
does not properly check the preverify ok value, which prevents the
server hosthame from being verified with a domain name in the
subject's Common Name (CN) or subjectAltName field of the X.509
certificate and allows man-in-the-middle attackers to spoof SSL servers
via an arbitrary valid certificate.

CVE-2013-4111 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 5.8- MEDIUM

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link
python-glanceclient/index.rst at master - openstack/python- () CONFIRM github.com/openstack/python-
glanceclient - GitHub glanceclient/blob/master/doc/source/index.rst
Security Advisory SA54313 - Python glanceclient Module SSL ){ SECUNIA 54313
Certificate Verification Security Issue - Secunia
989738 — (CVE-2013-4111) CVE-2013-4111 OpenStack: ) MISC bugzilla.redhat.com/show_bug.cgi?
python-glanceclient failing SSL certificate check [ text/html | id=989738
Red Hat Customer Portal & MISC access.redhat.com/errata/RHSA-

[ text/html | 2013:1200
CVE-2013-4111 - Red Hat Customer Portal & MISC


https://cve.report/
https://cve.report/CVE-2013-4111/mitre
https://cve.report/CVE-2013-4111/nist
https://cve.report/CVE-2013-4111/cve_org
https://cve.report/CVE-2013-4111.pdf
http://cve.report/software/openstack/python_glanceclient
http://cve.report/vendor/openstack
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/openstack/python-glanceclient/blob/master/doc/source/index.rst
https://web.archive.org/web/2013/http://secunia.com/advisories/54313
https://bugzilla.redhat.com/show_bug.cgi?id=989738
https://access.redhat.com/errata/RHSA-2013:1200

text/html access.redhat.com/security/cve/CVE-2013-
4111
About Secunia Research | Flexera Vendor Advisory Y SECUNIA 54525

text/plain

USN-2004-1: python-glanceclient vulnerability | Ubuntu @® UBUNTU USN-2004-1

Red Hat Customer Portal & REDHAT RHSA-2013:1200
openSUSE-SU-2013:1330-1: moderate: update for python- 9 SUSE openSUSE-SU-2013:1330
glanceclient

Bug #1192229 “[OSSA 2013-018] Failing SSL cert check in CONFIRM

Glance p...” : Bugs : OpenStack Security Advisory bugs.launchpad.net/ossa/+bug/1192229

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Openstack Python Glanceclient 0.4.0 All All All
Application Openstack Python Glanceclient 0.4.1 All All All
Application Openstack Python Glanceclient 0.4.2 All All All
Application Openstack Python Glanceclient 0.5.0 All All All
Application Openstack Python Glanceclient 0.5.1 All All All
Application Openstack Python Glanceclient 0.6.0 All All All
Application Openstack Python Glanceclient 0.7.0 All All All
Application Openstack Python Glanceclient 0.8.0 All All All
Application Openstack Python Glanceclient 0.4.0 All All All
Application Openstack Python Glanceclient 0.4.1 All All All
Application Openstack Python Glanceclient 0.4.2 All All All
Application Openstack Python Glanceclient 0.5.0 All All All
Application Openstack Python Glanceclient 0.5.1 All All All
Application Openstack Python Glanceclient 0.6.0 All All All
Application Openstack Python Glanceclient 0.7.0 All All All
Application Openstack Python Glanceclient 0.8.0 All All All
Application Openstack Python Glanceclient 0.9.0 All All All
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http://www.ubuntu.com/usn/USN-2004-1
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Application Openstack Python Glanceclient 0.9.0 All All All

Operating Opensuse Opensuse 12.3 All All All
System
Operating Opensuse Opensuse 12.3 All All All
System

cpe:2.3:a:openstack:python_glanceclient:0.4.0:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.4.1:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.4.2:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.5.0:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.5.1:*:*: " :*:*:
cpe:2.3:a:openstack:python_glanceclient:0.6.0:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.7.0:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.8.0:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.4.0:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.4.1:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.4.2:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.5.0:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.5.1:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.6.0:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.7.0:*:*:*:*:**::
cpe:2.3:a:openstack:python_glanceclient:0.8.0:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.9.0:*:*:*:*:*:*:*:
cpe:2.3:a:openstack:python_glanceclient:0.9.0:*:*:*:*:*:*:*:
cpe:2.3:0:0pensuse:opensuse:12.3:*

cpe:2.3:0:0pensuse:opensuse:12.3:*:

No vendor comments have been submitted for this CVE
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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