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Summary

CVE CVE-2013-4115

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-09 22:55:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description Buffer overflow in the idnsALookup function in dns_internal.cc in Squid 3.2 through 3.2.11 and 3.3 through 3.3.6 allows remote attackers to cause a denial of service (memory corruption and server termination) via a long name in a DNS lookup request.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Application Squid-cache Squid 3.2.0.1 All All All

Application Squid-cache Squid 3.2.0.10 All All All

Application Squid-cache Squid 3.2.0.11 All All All

Application Squid-cache Squid 3.2.0.1 All All All

Application Squid-cache Squid 3.2.0.10 All All All

Application Squid-cache Squid 3.2.0.11 All All All

Application Squid-cache Squid 3.2.0.2 All All All

Application Squid-cache Squid 3.2.0.3 All All All

Application Squid-cache Squid 3.2.0.4 All All All

Application Squid-cache Squid 3.2.0.5 All All All

Application Squid-cache Squid 3.2.0.6 All All All
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Application Squid-cache Squid 3.2.0.6 All All All

Application Squid-cache Squid 3.2.0.7 All All All

Application Squid-cache Squid 3.2.0.8 All All All

Application Squid-cache Squid 3.2.0.9 All All All

Application Squid-cache Squid 3.3.0 All All All

Application Squid-cache Squid 3.3.0.2 All All All

Application Squid-cache Squid 3.3.0.3 All All All

Application Squid-cache Squid 3.3.1 All All All

Application Squid-cache Squid 3.3.2 All All All

Application Squid-cache Squid 3.3.3 All All All

Application Squid-cache Squid 3.3.4 All All All

Application Squid-cache Squid 3.3.5 All All All

Application Squid-cache Squid 3.3.6 All All All

Application Squid-cache Squid 3.2.0.2 All All All

Application Squid-cache Squid 3.2.0.3 All All All

Application Squid-cache Squid 3.2.0.4 All All All

Application Squid-cache Squid 3.2.0.5 All All All

Application Squid-cache Squid 3.2.0.6 All All All

Application Squid-cache Squid 3.2.0.7 All All All

Application Squid-cache Squid 3.2.0.8 All All All

Application Squid-cache Squid 3.2.0.9 All All All

Application Squid-cache Squid 3.3.0 All All All

Application Squid-cache Squid 3.3.0.2 All All All

Application Squid-cache Squid 3.3.0.3 All All All

Application Squid-cache Squid 3.3.1 All All All

Application Squid-cache Squid 3.3.2 All All All

Application Squid-cache Squid 3.3.3 All All All

Application Squid-cache Squid 3.3.4 All All All

Application Squid-cache Squid 3.3.5 All All All

Application Squid-cache Squid 3.3.6 All All All
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Security Advisory SA54076 - Squid &quot;idnsALookup()&quot; DNS Name Handling Buffer Overflow Vulnerability - Secunia SECUNIA secunia.com

openSUSE-SU-2013:1444-1: moderate: squid3 SUSE lists.opensuse.org

openSUSE-SU-2013:1443-1: moderate: squid SUSE lists.opensuse.org

openSUSE-SU-2013:1435-1: moderate: update for squid SUSE lists.opensuse.org

[security-announce] SUSE-SU-2016:1996-1: important: Security update for SUSE lists.opensuse.org

www.squid-cache.org/Versions/v3/3.2/changesets/squid-3.2-11823.patch CONFIRM www.squid-cache.org

Malformed Request BID www.securityfocus.com

www.squid-cache.org/Versions/v3/3.3/changesets/squid-3.3-12587.patch CONFIRM www.squid-cache.org

openSUSE-SU-2013:1441-1: moderate: update for squid3 SUSE lists.opensuse.org

www.squid-cache.org/Versions/v3/3.1/changesets/squid-3.1-10487.patch CONFIRM www.squid-cache.org

www.squid-cache.org/Advisories/SQUID-2013_2.txt CONFIRM www.squid-cache.org

oss-security - Re: CVE request: SQUID-2013:2: buffer overflow in HTTP request handling MLIST www.openwall.com

About Secunia Research | Flexera SECUNIA secunia.com

www.squid-cache.org/Versions/v3/3.0/changesets/squid-3.0-9200.patch CONFIRM www.squid-cache.org

openSUSE-SU-2013:1436-1: moderate: update for squid SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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