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CVE CVE-2013-4118
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-10-03 21:59:00 UTC
Updated 2020-03-06 17:18:00 UTC
Description FreeRDP before 1.1.0-betal allows remote attackers to cause a denial of service (NULL pointer dereference and applicatio

/ |

1|

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Freerdp Freerdp All All All All

Operating System Opensuse Leap 421 All All All

Operating System Opensuse Leap 421 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.2 All All All

Reference Source Link T
security: add a NULL pointer check to fix a server crash. - FreeRDP/FreeRDP@7d58aac - GitHub ~ CONFIRM  github.com Is
openSUSE-SU-2016:2400-1: moderate: Security update for freerdp SUSE lists.opensuse.org T
FreeRDP Multiple Security Vulnerabilities BID www.securityfocus.com Tl
openSUSE-SU-2016:2402-1: moderate: Security update for freerdp SUSE lists.opensuse.org Tl
oss-security - Re: CVE Request -- FreeRDP: Multiple security fixes in 1.1.0-betal version MLIST www.openwall.com M
oss-security - Re: CVE Request -- FreeRDP: Multiple security fixes in 1.1.0-betal version MLIST www.openwall.com M
CVE Program record CVE.ORG www.cve.org ce
NVD vulnerability detail NVD nvd.nist.gov ce
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https://cve.report/
https://cve.report/CVE-2013-4118/mitre
https://cve.report/CVE-2013-4118/nist
https://cve.report/CVE-2013-4118/cve_org
https://cve.report/api/cve/CVE-2013-4118.json
https://cve.report/CVE-2013-4118.pdf
http://cve.report/vendor/freerdp
http://cve.report/software/freerdp/freerdp
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
https://github.com/FreeRDP/FreeRDP/commit/7d58aac24fe20ffaad7bd9b40c9ddf457c1b06e7
http://lists.opensuse.org/opensuse-updates/2016-09/msg00101.html
http://www.securityfocus.com/bid/61072
http://lists.opensuse.org/opensuse-updates/2016-09/msg00102.html
http://www.openwall.com/lists/oss-security/2013/07/11/12
http://www.openwall.com/lists/oss-security/2013/07/12/2
https://www.cve.org/CVERecord?id=CVE-2013-4118
https://nvd.nist.gov/vuln/detail/CVE-2013-4118

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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