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CVE CVE-2013-4125
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-07-15 20:55:00 UTC
Updated 2023-02-13 00:28:00 UTC
Description The fib6_add_rt2node function in net/ipv6/ip6_fib.c in the IPv6 stack in the Linux kernel through 3.10.1 does not properly he
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 3.0 rci All All
Operating System Linux Linux Kernel 3.0 rc2 All All
Operating System Linux Linux Kernel 3.0 rc3 All All
Operating System Linux Linux Kernel 3.0 rc4 All All
Operating System Linux Linux Kernel 3.0 rch All All
Operating System Linux Linux Kernel 3.0 rcé All All
Operating System Linux Linux Kernel 3.0 rc7 All All
Operating System Linux Linux Kernel 3.0.1 All All All
Operating System Linux Linux Kernel 3.0.10 All All All
Operating System Linux Linux Kernel 3.0.11 All All All
Operating System Linux Linux Kernel 3.0.12 All All All
Operating System Linux Linux Kernel 3.0.13 All All All
Operating System Linux Linux Kernel 3.0.14 All All All
Operating System Linux Linux Kernel 3.0.15 All All All
Operating System Linux Linux Kernel 3.0.16 All All All
Operating System Linux Linux Kernel 3.0.17 All All All
Operating System Linux Linux Kernel 3.0.18 All All All
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Operating System Linux Linux Kernel 3.9 rch All All

Operating System Linux Linux Kernel 3.9 rcé All All

Operating System Linux Linux Kernel 3.9 rc7 All All

Operating System Linux Linux Kernel 3.9.0 All All All

Operating System Linux Linux Kernel 3.9.1 All All All

Operating System Linux Linux Kernel 3.9.10 All All All

Operating System Linux Linux Kernel 3.9.2 All All All

Operating System Linux Linux Kernel 3.9.3 All All All

Operating System Linux Linux Kernel 3.9.4 All All All

Operating System Linux Linux Kernel 3.9.5 All All All

Operating System Linux Linux Kernel 3.9.6 All All All

Operating System Linux Linux Kernel 3.9.7 All All All

Operating System Linux Linux Kernel 3.9.8 All All All

Operating System Linux Linux Kernel 3.9.9 All All All

Operating System Linux Linux Kernel All All All All

Reference Source
kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM
[SECURITY] Fedora 19 Update: kernel-3.10.3-300.fc19 FEDORA
ipv6: only static routes qualify for equal cost multipathing - torvalds/linux@307f2fb - GitHub CONFIRM
Bug 984664 — CVE-2013-4125 kernel: ipv6: BUG_ON in fib6_add_rt2node() CONFIRM
kernel/git/torvalds/linux.git - Linux kernel source tree MISC
oss-security - Re: CVE Request -- Linux kernel: ipv6: BUG_ON in fib6_add_rt2node() MLIST
IBM X-Force Exchange XF

Linux Kernel fib6_add_rt2node() Router Advertisement Processing Flaw Lets Remote Users Deny Service - SecurityTracker SECTRACK

[SECURITY] Fedora 18 Update: kernel-3.9.11-200.fc18 FEDORA
Linux Kernel CVE-2013-4125 Remote Denial of Service Vulnerability BID

CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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