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Summary

CVE CVE-2013-4132

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-09-16 19:14:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description KDE-Workspace 4.10.5 and earlier does not properly handle the return value of the glibc 2.17 crypt and pw_encrypt functions, which allows remote attackers to cause a denial of service (NULL pointer dereference and crash) via (1) an invalid salt or a (2) DES or (3) MD5 encrypted password, when FIPS-140 is enable, to KDM or an (4) invalid password to KCheckPass.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kde Kde-workspace All All All All

Application Kde Kde Sc All All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.2 All All All

References

Reference Source Link

[KDE-Workspace]: Possible NULL ptr. deref. in KDM and KCheckPass | Review Request | Review Board CONFIRM git.reviewboard.kde.org

openSUSE-SU-2013:1253-1: moderate: update for kdebase4-workspace SUSE lists.opensuse.org

oss-sec: Re: CVE Request -- kde-workspace 4.10.5 fixing two security flaws MLIST seclists.org

openSUSE-SU-2013:1291-1: moderate: kdebase4-workspace: security fixes fo SUSE lists.opensuse.org

oss-sec: Re: CVE Request -- kde-workspace 4.10.5 fixing two security flaws MLIST seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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