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Certain versions of Libvirt from Redhat contain the following

vulnerability:

command.

Double free vulnerability in the gemuAgentGetVCPUs function in
gemu/gemu_agent.c in libvirt 1.0.6 through 1.1.0 allows remote
attackers to cause a denial of service (daemon crash) via a cpu count
request, as demonstrated by the "virsh vcpucount dom --guest”

CVE-2013-4153 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM
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Description

libvirt.org Git -
libvirt.git’commitdiff

oss-security - Re: CVE
request -- libvirt: double
free of returned JSON
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984821 — Crash of
libvirtd without guest
agent configuration
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& MISC libvirt.org/git/?
p=libvirt.git%3Ba=commitdiff%3Bh=dfc692350a04a70b4ca65667c30869b3bfdaf034

¢ > MLIST [oss-security] 20130719 Re: CVE request -- libvirt: double free of
returned JSON array in gemuAgentGetVCPUs()

() CONFIRM bugzilla.redhat.com/show_bug.cgi?id=984821

& CONFIRM libvirt.org/news.html
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returned JSON array in

gemuAgentGetVCPUs()

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Libvirt 1.0.6 All All All
Application Redhat Libvirt 1.1.0 All All All
Application Redhat Libvirt 1.0.6 All All All
Application Redhat Libvirt 1.1.0 All All All

cpe:2.3:axredhat:libvirt:1.0.6:*:%:%:*
cpe:2.3:axredhat:libvirt:1.1.0:%:%:%
cpe:2.3:axredhat:libvirt:1.0.6:%:%:%:**

cpe:2.3:axredhat:libvirt:1.1.0:%:" %

No vendor comments have been submitted for this CVE
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