
CVE-2013-4159
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2013-4159

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-06 18:55:00 UTC

Updated 2023-02-13 04:44:00 UTC

Description ctdb before 2.3 in OpenSUSE 12.3 and 13.1 does not create temporary files securely, which has unspecified impact related to "several temp file vulnerabilities" in (1) tcp/tcp_connect.c, (2) server/eventscript.c, (3) tools/ctdb_diagnostics, (4) config/gdb_backtrace, and (5) include/ctdb_private.h.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ctdb Project Ctdb 2.0 All All All

Application Ctdb Project Ctdb 2.1 All All All

Application Ctdb Project Ctdb 2.0 All All All

Application Ctdb Project Ctdb 2.1 All All All

Application Ctdb Project Ctdb All All All All

Operating System Mageia Mageia 3.0 All All All

Operating System Mageia Mageia 4.0 All All All

Operating System Mageia Mageia 3.0 All All All

Operating System Mageia Mageia 4.0 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All
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https://cve.report/
https://cve.report/CVE-2013-4159/mitre
https://cve.report/CVE-2013-4159/nist
https://cve.report/CVE-2013-4159/cve_org
https://cve.report/CVE-2013-4159.pdf
http://cve.report/vendor/ctdb_project
http://cve.report/software/ctdb_project/ctdb
http://cve.report/vendor/ctdb_project
http://cve.report/software/ctdb_project/ctdb
http://cve.report/vendor/ctdb_project
http://cve.report/software/ctdb_project/ctdb
http://cve.report/vendor/ctdb_project
http://cve.report/software/ctdb_project/ctdb
http://cve.report/vendor/ctdb_project
http://cve.report/software/ctdb_project/ctdb
http://cve.report/vendor/mageia
http://cve.report/software/mageia/mageia
http://cve.report/vendor/mageia
http://cve.report/software/mageia/mageia
http://cve.report/vendor/mageia
http://cve.report/software/mageia/mageia
http://cve.report/vendor/mageia
http://cve.report/software/mageia/mageia
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://advisories.mageia.org/MGASA-2014-0274.html


Bug 986773 – CVE-2013-4159 ctdb: /tmp file vulnerability issues CONFIRM bugzilla.redhat.com

oss-security - CVE-2013-4159 ctdb: /tmp file vulnerability issues MLIST www.openwall.com

git.samba.org - ctdb.git/commitdiff MISC git.samba.org

Support / Security / Advisories / / MDVSA-2015:177 | Mandriva MANDRIVA www.mandriva.com

openSUSE-SU-2014:0842-1: moderate: ctdb: Upgrade to version 2.3 to fix o SUSE lists.opensuse.org Vendor Advisory

git.samba.org - ctdb.git/commitdiff CONFIRM git.samba.org Exploit, Patch

CTDB2releaseNotes - SambaWiki MISC wiki.samba.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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