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CVE CVE-2013-4179
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-09-16 19:14:00 UTC
Updated 2023-11-07 02:16:00 UTC
Description The security group extension in OpenStack Compute (Nova) Grizzly 2013.1.3, Havana before havana-3, and earlier allows
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openstack Compute 2013.1.3 All All All

Application Openstack Compute 2013.1.3 All All All

Application Openstack Havana havana-1 All All All

Application Openstack Havana havana-1 All All All

Application Openstack Havana All All All All

Reference Source Link

Bug #1190229 “[OSSA 2013-023] Potential unsafe XML usage (CVE-20...” : Bugs : OpenStack Security Advisory CONFIRM  bugs.launchy
989707 — (CVE-2013-4179) CVE-2013-4179 OpenStack: Nova XML entities DoS MISC bugzilla.redh
Red Hat Customer Portal MISC access.redh:
USN-2005-1: Cinder vulnerabilities | Ubuntu UBUNTU  www.ubuntu.
Red Hat Customer Portal REDHAT  rhn.redhat.cc
CVE-2013-4179 - Red Hat Customer Portal MISC access.redh:
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2013-4179/mitre
https://cve.report/CVE-2013-4179/nist
https://cve.report/CVE-2013-4179/cve_org
https://cve.report/CVE-2013-4179.pdf
http://cve.report/vendor/openstack
http://cve.report/software/openstack/compute
http://cve.report/vendor/openstack
http://cve.report/software/openstack/compute
http://cve.report/vendor/openstack
http://cve.report/software/openstack/havana
http://cve.report/vendor/openstack
http://cve.report/software/openstack/havana
http://cve.report/vendor/openstack
http://cve.report/software/openstack/havana
https://bugs.launchpad.net/ossa/+bug/1190229
https://bugzilla.redhat.com/show_bug.cgi?id=989707
https://access.redhat.com/errata/RHSA-2013:1199
http://www.ubuntu.com/usn/USN-2005-1
http://rhn.redhat.com/errata/RHSA-2013-1199.html
https://access.redhat.com/security/cve/CVE-2013-4179
https://www.cve.org/CVERecord?id=CVE-2013-4179
https://nvd.nist.gov/vuln/detail/CVE-2013-4179

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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