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Summary

CVE CVE-2013-4184

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-10 15:15:00 UTC

Updated 2024-03-28 03:15:00 UTC

Description Perl module Data::UUID from CPAN version 1.219 vulnerable to symlink attacks

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Data uuid_project data uuid

Application Data uuid_project data\ \ uuid

Application Data uuid_project data\ \ uuid

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

References

Reference Source Link Tags

CPAN Data::UUID Module Insecure Temporary File Handling Vulnerability MISC www.securityfocus.com Third Party Advisory, VDB Entry

FEDORA-2024-a58a7e2388 lists.fedoraproject.org

479370 – (CVE-2013-4184) dev-perl/Data-UUID: Symlink attacks (CVE-2013-4184) MISC bugs.gentoo.org Third Party Advisory

FEDORA-2024-3da8ed5be3 lists.fedoraproject.org

Red Hat Customer Portal MISC access.redhat.com Broken Link, Third Party Advisory

IBM X-Force Exchange MISC exchange.xforce.ibmcloud.com Third Party Advisory, VDB Entry

https://cve.report/
https://cve.report/CVE-2013-4184/mitre
https://cve.report/CVE-2013-4184/nist
https://cve.report/CVE-2013-4184/cve_org
https://cve.report/api/cve/CVE-2013-4184.json
https://cve.report/CVE-2013-4184.pdf
http://cve.report/vendor/data
http://cve.report/software/data/
http://cve.report/vendor/data
http://cve.report/software/data/
http://cve.report/vendor/data
http://cve.report/software/data/
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://www.securityfocus.com/bid/61534
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/DTKH3TWUOXBAAZST7364UVZ4UPH4CEO7/
https://bugs.gentoo.org/show_bug.cgi?id=CVE-2013-4184
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/3F2KOK2SM2LFI4BNFOVV2G2XVJQBIMZL/
https://access.redhat.com/security/cve/cve-2013-4184


IBM X-Force Exchange MISC exchange.xforce.ibmcloud.com Third Party Advisory, VDB Entry

FEDORA-2024-08bb549a36 lists.fedoraproject.org

oss-security - Re: CVE Request: CPAN perl module Data::UUID symlink attacks MISC www.openwall.com Mailing List, Third Party Advisory

CVE-2013-4184 MISC security-tracker.debian.org Third Party Advisory

Bug 832538 – VUL-1: CVE-2013-4184: perl-Data-UUID: symlink attacks MISC bugzilla.suse.com Issue Tracking, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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