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CVE-2013-4200

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCPILPIAN Certain versions of Plone from Plone contain the following vulnerability:

The isURLInPortal method in the URLTool class in in_portal.py in
Plone 2.1 through 4.1, 4.2.x through 4.2.5, and 4.3.x through 4.3.1
treats URLs starting with a space as a relative URL, which allows
remote attackers to bypass the allow_external_login_sites filtering
property, redirect users to arbitrary web sites, and conduct phishing
attacks via a space before a URL in the "next" parameter to
acl_users/credentials_cookie_auth/require_login.

CVE-2013-4200 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: SEEMEDIN |

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

oss-security - Re: CVE Request -- Plone: 20130618 ¢ > MLIST [oss-security] 20130801 Re: CVE Request --

Hotfix (multiple vectors) Plone: 20130618 Hotfix (multiple

SecurityFocus (® BUGTRAQ 20140116 CVE-2013-4200 - Plone URL
redirection / Forwarding of cookie data (session hijack)

in certain browsers

Security vulnerability announcement: 20130618 - ® CONFIRM

Multiple vectors — Plone CMS: Open Source Content plone.org/products/plone/security/advisories/20130618-
Management [ text/html | announcement

Plone Hotfix 20130618 — Plone CMS: Open Source  [[ZE01 ® CONFIRM plone.org/products/plone-

|

C.antent Mananament hntfiv/raleracrc/2012NA1R


https://cve.report/
https://cve.report/CVE-2013-4200/mitre
https://cve.report/CVE-2013-4200/nist
https://cve.report/CVE-2013-4200/cve_org
https://cve.report/CVE-2013-4200.pdf
http://cve.report/software/plone/plone
http://cve.report/vendor/plone
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.openwall.com/lists/oss-security/2013/08/01/2
http://www.securityfocus.com/archive/1/530787/100/0/threaded
https://web.archive.org/web/2013/http://plone.org/products/plone/security/advisories/20130618-announcement
https://web.archive.org/web/2013/http://plone.org/products/plone-hotfix/releases/20130618
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text/html
978485 — (CVE-2013-4200) CVE-2013-4200 plone: ) CONFIRM bugzilla.redhat.com/show_bug.cgi?
Forwarding of cookie data (session hijack) in certain id=CVE-2013-4200

browsers (in_portal.py)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Plone Plone 2.1 All All All
Application Plone Plone 2.1.1 All All All
Application Plone Plone 2.1.2 All All All
Application Plone Plone 2.1.3 All All All
Application Plone Plone 21.4 All All All
Application Plone Plone 3.0 All All All
Application Plone Plone 3.0.1 All All All
Application Plone Plone 3.0.2 All All All
Application Plone Plone 3.0.3 All All All
Application Plone Plone 3.04 All All All
Application Plone Plone 3.0.5 All All All
Application Plone Plone 3.0.6 All All All
Application Plone Plone 3.1 All All All
Application Plone Plone 3.1.1 All All All
Application Plone Plone 3.1.2 All All All
Application Plone Plone 3.1.3 All All All
Application Plone Plone 3.1.4 All All All
Application Plone Plone 3.1.5.1 All All All
Application Plone Plone 3.1.6 All All All
Application Plone Plone 3.1.7 All All All
Application Plone Plone 3.2 All All All
Application Plone Plone 3.2.1 All All All
Application Plone Plone 3.2.2 All All All

Application Plone Plone 3.2.3 All All All
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cpe:2.3:a:plone:plone:2.1:*: 7 :*:*:*:

cpe:2.3:a:plone:plone:2.1.1: ™
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cpe:2.3:a:plone:plone:2.1.2: " ™

cpe:2.3:a:plone:plone:2.1.3: " ™

cpe:2.3:a:plone:plone:2.1.4:

Kk kK kKK,

cpe:2.3:a:plone:plone:3.0: :*****:*:

cpe:2.3:a:plone:plone:3.0.1:

cpe:2.3:a:plone:plone:3.0.2:*:*

cpe:2.3:a:plone:plone:3.0.3:*:** " ™

cpe:2.3:a:plone:plone:3.0.4:

cpe:2.3:a:plone:plone:3.0.5:*:** " ™

cpe:2.3:a:plone:plone:3.0.6:*:***:*:*:*:

kKKK oKk,

cpe:2.3:a:plone:plone:3.1:: " *:*:

cpe:2.3:a:plone:plone:3.1.1: """ ™

cpe:2.3:a:plone:plone:3.1.2:* """ ™

cpe:2.3:a:plone:plone:3.1.3:* """ ™

cpe:2.3:a:plone:plone:3.1.4:* """ ™

cpe:2.3:a:plone:plone:3.1.5. 1 "

cpe:2.3:a:plone:plone:3.1.6:* """ ™

cpe:2.3:a:plone:plone:3.1.7:* """ ™

cpe:2.3:a:plone:plone:3.2: ™ ":*:

cpe:2.3:a:plone:plone:3.2.1: """ ™

cpe:2.3:a:plone:plone:3.2.2:%: """ ™

cpe:2.3:a:plone:plone:3.2.3:*: ™"

cpe:2.3:a:plone:plone:3.3:*: 7 :*:*:*:

cpe:2.3:a:plone:plone:3.3.1:*: "

cpe:2.3:a:plone:plone:3.3.2:%: "

cpe:2.3:a:plone:plone:3.3.3:*: "

cpe:2.3:a:plone:plone:3.3.4:*: "

cpe:2.3:a:plone:plone:3.3.5:*: "

ARAD QiacnlAanAacnlAanAcAd Nk ok ok ok ok ak k.,
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cpe:2.3:a:plone:plone:4.0.1:

cpe:2.3:a:plone:plone:4.0.2:*:*

cpe:2.3:a:plone:plone:4.0.3:

cpe:2.3:a:plone:plone:4.0.4:

cpe:2.3:a:plone:plone:4.0.5:*:*

cpe:2.3:a:plone:plone:4.0.6.1: "

kKoK kKK,

cpe:2.3:a:plone:plone:4.1: ***:*:*:

cpe:2.3:a:plone:plone:4.2:

cpe:2.3:a:plone:plone:4.2. 1

cpe:2.3:a:plone:plone:4.2.2:*:**:*

cpe:2.3:a:plone:plone:4.2.3:* " " ">

cpe:2.3:a:plone:plone:4.2.4:* > ">

cpe:2.3:a:plone:plone:4.2.5:*: " " ™

cpe:2.3:a:plone:plone:4.3:*: " "*:

cpe:2.3:a:plone:plone:4.3.1: " ™

cpe:2.3:a:plone:plone:2.1: """

cpe:2.3:a:plone:plone:2.1.1: """ ™

cpe:2.3:a:plone:plone:2.1.2:*: ™" ™

cpe:2.3:a:plone:plone:2.1.3:™ """ ™

cpe:2.3:a:plone:plone:2.1.4: " " ™

ARk LKLk LK LKLk,

cpe:2.3:a:plone:plone:3.0:*:** " *:*:

cpe:2.3:a:plone:plone:3.0.1:*: "

cpe:2.3:a:plone:plone:3.0.2:%:%:": "

cpe:2.3:a:plone:plone:3.0.3:*: "

cpe:2.3:a:plone:plone:3.0.4:*: "

cpe:2.3:a:plone:plone:3.0.5:% "

cpe:2.3:a:plone:plone:3.0.6:*: "

cpe:2.3:a:plone:plone:3.1: "™



cpe:2.3:a:plone:plone:3.1.1

cpe:2.3:a:plone:plone:3.1.2: " ™

cpe:2.3:a:plone:plone:3.1.3:

cpe:2.3:a:plone:plone:3.1.4:

cpe:2.3:a:plone:plone:3.1.5.1: ™

cpe:2.3:a:plone:plone:3.1.6:*

cpe:2.3:a:plone:plone:3.1.7:

SRk ok kKKK,

cpe:2.3:a:plone:plone:3.2:*:*:***:*:*:

cpe:2.3:a:plone:plone:3.2.1

cpe:2.3:a:plone:plone:3.2.2:*:*:

cpe:2.3:a:plone:plone:3.2.3:* """ ™

cpe:2.3:a:plone:plone:3.3: " **:

cpe:2.3:a:plone:plone:3.3.1: """ ™

cpe:2.3:a:plone:plone:3.3.2:* """ ™

cpe:2.3:a:plone:plone:3.3.3:*:":" " ™

cpe:2.3:a:plone:plone:3.3.4:* """ ™

cpe:2.3:a:plone:plone:3.3.5:*: ™"

cpe:2.3:a:plone:plone:4.0:: " ™"

cpe:2.3:a:plone:plone:4.0.1: """

cpe:2.3:a:plone:plone:4.0.2:*:*: """

cpe:2.3:a:plone:plone:4.0.3:*:": " ™

cpe:2.3:a:plone:plone:4.0.4:*:%:": "

cpe:2.3:a:plone:plone:4.0.5:*:%: "

cpe:2.3:a:plone:plone:4.0.6.1::** " *:*:

dk KLk LK LKLk,

cpe:2.3:a:plone:plone:4.1:*:***: "

cpe:2.3:a:plone:plone:4.2:*:*:**:*:*:*:

cpe:2.3:a:plone:plone:4.2.1:* "

cpe:2.3:a:plone:plone:4.2.2:*:*:*:*



cpe:2.3:a:plone:plone:4.2.3: " ™

cpe:2.3:a:plone:plone:4.2.4:

cpe:2.3:a:plone:plone:4.2.5:

cpe:2.3:a:plone:plone:4.3:*

cpe:2.3:a:plone:plone:4.3.1:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—

© CVE.report 2023 B [\] |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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