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CVE CVE-2013-4213
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-16 16:55:46 UTC
Updated 2026-04-29 01:13:23 UTC

Description Red Hat JBoss Enterprise Application Platform (EAP) 6.1.0 does not properly cache EJB invocations by the EJB client API,

/ |

Risk And Classification

Primary CVSS: v2.0 6.4 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:N

Problem Types: CWE-284 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Enterprise Application Platform 6.1.0 All All All


https://cve.report/
https://cve.report/CVE-2013-4213/mitre
https://cve.report/CVE-2013-4213/nist
https://cve.report/CVE-2013-4213/cve_org
https://cve.report/api/cve/CVE-2013-4213.json
https://cve.report/CVE-2013-4213.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_application_platform

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Red Hat Customer Portal af854a3a-2127-422b-91ae

JBoss Enterprise Application Platform Caching Bugs Let Remote Users Hijack User Sessions - SecurityTracker  af854a3a-2127-422b-91ae

Red Hat Customer Portal af854a3a-2127-422b-91ae
IBM X-Force Exchange af854a3a-2127-422b-91ae
Security Advisory SA54508 - Red Hat update for JBoss Enterprise Application Platform - Secunia af854a83a-2127-422b-91ae

985359 — (CVE-2013-4213) CVE-2013-4213 JBoss ejb-client: Session fixation due improper connection caching  af854a3a-2127-422b-91ae

osvdb.org/96216 af854a83a-2127-422b-91ae
Red Hat Customer Portal af854a3a-2127-422b-91ae
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://rhn.redhat.com/errata/RHSA-2013-1152.html
http://www.securitytracker.com/id/1028898
http://rhn.redhat.com/errata/RHSA-2013-1437.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/86387
http://secunia.com/advisories/54508
https://bugzilla.redhat.com/show_bug.cgi?id=985359
http://osvdb.org/96216
http://rhn.redhat.com/errata/RHSA-2013-1151.html
https://www.cve.org/CVERecord?id=CVE-2013-4213
https://nvd.nist.gov/vuln/detail/CVE-2013-4213
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2013-4213
	Summary
	Risk And Classification
	CVSS v2.0 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


