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CVE CVE-2013-4233
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-09-16 19:14:00 UTC
Updated 2013-09-25 18:21:00 UTC
Description Integer overflow in the abc_set_parts function in load_abc.cpp in libmodplug 0.8.8.4 and earlier allows remote attackers to «

/ |

1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 6.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 6.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Application Konstanty Bialkowski Libmodplug 0.8 All All All
Application Konstanty Bialkowski Libmodplug 0.8.4 All All All
Application Konstanty Bialkowski Libmodplug 0.8.5 All All All
Application Konstanty Bialkowski Libmodplug 0.8.6 All All All
Application Konstanty Bialkowski Libmodplug 0.8.7 All All All
Application Konstanty Bialkowski Libmodplug 0.8.8 All All All
Application Konstanty Bialkowski Libmodplug 0.8.8.1 All All All
Application Konstanty Bialkowski Libmodplug 0.8.8.2 All All All
Application Konstanty Bialkowski Libmodplug 0.8.8.3 All All All
Application Konstanty Bialkowski Libmodplug All All All All
Application Konstanty Bialkowski Libmodplug 0.8 All All All
Application Konstanty Bialkowski Libmodplug 0.8.4 All All All
Application Konstanty Bialkowski Libmodplug 0.8.5 All All All
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Application Konstanty Bialkowski Libmodplug 0.8.6 All All All
Application Konstanty Bialkowski Libmodplug 0.8.7 All All All
Application Konstanty Bialkowski Libmodplug 0.8.8 All All All
Application Konstanty Bialkowski Libmodplug 0.8.8.1 All All All
Application Konstanty Bialkowski Libmodplug 0.8.8.2 All All All
Application Konstanty Bialkowski Libmodplug 0.8.8.3 All All All
Reference Source Link Tags

Debian -- Security Information -- DSA-2751-1 libmodplug DEBIAN www.debian.org

Security Advisory SA54695 - Debian update for libmodplug - Secunia SECUNIA  secunia.com Vendor Advisory
oss-security - Re: CVE Request - LibModPlug <=0.8.8.4 multiple heap overflow MLIST www.openwall.com  Exploit

About Secunia Research | Flexera SECUNIA  secunia.com Vendor Advisory
VLC + ABC parsing seems to be a CTF challenge | SCRT Sec Team blog MISC blog.scrt.ch Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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