
CVE-2013-4256
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2013-4256

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-09 14:54:00 UTC

Updated 2016-12-31 02:59:00 UTC

Description Multiple stack-based and heap-based buffer overflows in Network Audio System (NAS) 1.9.3 allow local users to cause a denial of service (crash) or possibly execute arbitrary code via the (1) display command argument to the ProcessCommandLine function in server/os/utils.c; (2) ResetHosts function in server/os/access.c; (3) open_unix_socket, (4) open_isc_local, (5) open_xsight_local, (6) open_att_local, or (7) open_att_svr4_local function in server/os/connection.c; the (8) AUDIOHOST environment variable to the CreateWellKnownSockets or (9) AmoebaTCPConnectorThread function in server/os/connection.c; or (10) unspecified vectors related to logging in the osLogMsg function in server/os/aulog.c.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 - lts All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.04 All All All

Operating System Canonical Ubuntu Linux 12.04 - lts All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.04 All All All

Application Radscan Network Audio System 1.9.3 All All All

Application Radscan Network Audio System 1.9.3 All All All

References

Reference Source Link Tags

Page not found - SourceForge.net CONFIRM sourceforge.net Exploit, Patch

oss-security - Re: CVE Request : NAS v1.9.3 multiple Vulnerabilites MLIST www.openwall.com Patch

oss-security - CVE Request : NAS v1.9.3 multiple Vulnerabilites MLIST www.openwall.com Patch

Network Audio System CVE-2013-4256 Multiple Buffer Overflow Vulnerabilities BID www.securityfocus.com

[nas] nas: Multiple Vulnerabilities in nas 1.9.3 MLIST radscan.com Exploit

USN-1986-1: Network Audio System (NAS) vulnerabilities | Ubuntu UBUNTU www.ubuntu.com Vendor Advisory
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Debian -- Security Information -- DSA-2771-1 nas DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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