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CVE-2013-4263

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVINJAC:L/AUNIC:P/LPAP

Certain versions of Fimpeg from Ffmpeg contain the following
vulnerability:

libavfilter in FFmpeg before 2.0.1 has unspecified impact and remote
vectors related to a crafted "plane," which triggers an out-of-bounds
heap write.

CVE-2013-4263 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access
Vector

NETWORK

Confidentiality
Impact

Access Authentication
Complexity

Low [NONE
Integrity Availability
Impact Impact

CVE References

Description

FFmpeg: Multiple
vulnerabilities (GLSA
201603-06) — Gentoo
Security

avfilter: fix plane validity
checks -
FFmpeg/FFmpeg@e43a0a2
- GitHub

oss-security - Re: CVE
Request: FFmpeg 2.0.1
multiple problems

FFmpeg Security

Tags Link

F3 GENTOO GLSA-201603-06

EIIXEZ () CONFIRM

github.com/FFmpeg/FFmpeg/commit/e43a0a232dbf6d3c161823c2e07c52e76227a1bc

¢ > MLIST [oss-security] 20130821 Re: CVE Request: FFmpeg 2.0.1 multiple problems

%4 CONFIRM www.ffmpeg.org/security.html
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Ffmpeg Ffmpeg 0.10 All All All
Application Ffmpeg Ffmpeg 0.10.3 All All All
Application Ffmpeg Ffmpeg 0.10.4 All All All
Application Ffmpeg Ffmpeg 0.11 All All All
Application Ffmpeg Ffmpeg 0.3 All All All
Application Ffmpeg Ffmpeg 0.3.1 All All All
Application Ffmpeg Ffmpeg 0.3.2 All All All
Application Ffmpeg Ffmpeg 0.3.3 All All All
Application Ffmpeg Ffmpeg 0.3.4 All All All
Application Ffmpeg Ffmpeg 0.4.0 All All All
Application Ffmpeg Ffmpeg 0.4.2 All All All
Application Ffmpeg Ffmpeg 0.4.3 All All All
Application Ffmpeg Ffmpeg 0.4.4 All All All
Application Ffmpeg Ffmpeg 0.4.5 All All All
Application Ffmpeg Ffmpeg 0.4.6 All All All
Application Ffmpeg Ffmpeg 0.4.7 All All All
Application Ffmpeg Ffmpeg 0.4.8 All All All
Application Ffmpeg Ffmpeg 0.5 All All All
Application Ffmpeg Ffmpeg 0.5.1 All All All
Application Ffmpeg Ffmpeg 0.5.2 All All All
Application Ffmpeg Ffmpeg 0.5.3 All All All
Application Ffmpeg Ffmpeg 0.5.4 All All All
Application Ffmpeg Ffmpeg 0.54.5 All All All
Application Ffmpeg Ffmpeg 0.5.4.6 All All All
Application Ffmpeg Ffmpeg 0.6 All All All
Application Ffmpeg Ffmpeg 0.6.1 All All All
Application Ffmpeg Ffmpeg 0.6.2 All All All

Application Ffmpea Ffmpea 0.6.3 All All All
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cpe:2.3:a:ffmpeg:ffmpeg:0.7.1: " =

akLkak ok kakk,

cpe:2.3:a:ffmpeg:ffmpeg:0.7.12:* %" "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.2:%:* "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.3:*: "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.4:":*****:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.7.5:% "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.6:*:* "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.7: % x>

coe:2.3:a:ffmpea:ffmpea:0.7.8:***:*:***:
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cpe:2.3:a:ffmpeg:ffmpeg:0.7.9:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.0:*:*:*:***:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.1:

ARk kKRR k.

cpe:2.3:a:ffmpeg:ffmpeg:0.8.10:* "

cpe:2.3:a:ffmpeg:ffmpeg:0.8.2:*:*: ™ *:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.5:*:**:***:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.5.3: " " *:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.5.4: " " *:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.6:*:*:*:**:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.7:*:*****:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.8:*:*:*:**:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.9:*:*:**:**:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.9.1: " """

cpe:2.3:a:ffmpeg:ffmpeg:1.0:": " ™

cpe:2.3:a:ffmpeg:ffmpeg:1.1.1: " =

cpe:2.3:a:ffmpeg:ffmpeg:1.1.2: " "

cpe:2.3:a:ffmpeg:ffmpeg:1.1.3: " "

cpe:2.3:a:ffmpeg:ffmpeg:1.1.4: " =

cpe:2.3:a:ffmpeg:ffmpeg:1.2:* " ™

cpe:2.3:a:ffmpeg:ffmpeg:1.2.1: "

dkkakkakakak.

cpe:2.3:a:ffmpeg:ffmpeg:0.10:*:*:*:* ™

dkLkLk ok kakk.

cpe:2.3:a:ffmpeg:ffmpeg:0.10.3: "

akakak ok kakk,

cpe:2.3:a:ffmpeg:ffmpeg:0.10.4: % "

O

cpe:2.3:a:ffmpeg:ffmpeg:0.11:*:** ™
cpe:2.3:a:ffmpeg:ffmpeg:0.3:*:* "
cpe:2.3:a:ffmpeg:ffmpeg:0.3.1:*: "™

cpe:2.3:a:ffmpeg:ffmpeg:0.3.2:*:* 7 " *:



cpe:2.3:a:ffmpeg:ffmpeg:0.3.3:

cpe:2.3:a:ffmpeg:ffmpeg:0.3.4:

cpe:2.3:a:ffmpeg:ffmpeg:0.4.0:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.4.2:*:***

cpe:2.3:a:ffmpeg:ffmpeg:0.4.3:

cpe:2.3:a:ffmpeg:ffmpeg:0.4.4:*:*

cpe:2.3:a:ffmpeg:ffmpeg:0.4.5:

cpe:2.3:a:ffmpeg:ffmpeg:0.4.6:*:**:***:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.4.7:

cpe:2.3:a:ffmpeg:ffmpeg:0.4.8:*:*:****:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.5:**:**:**:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.5.1:**

cpe:2.3:a:ffmpeg:ffmpeg:0.5.2:*:*:****:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.5.3: " "™

cpe:2.3:a:ffmpeg:ffmpeg:0.5.4:* " "

cpe:2.3:a:ffmpeg:ffmpeg:0.5.4.5: "™

cpe:2.3:a:ffmpeg:ffmpeg:0.5.4.6:* " "™

cpe:2.3:a:ffmpeg:ffmpeg:0.6:*:*: " ™

cpe:2.3:a:ffmpeg:ffmpeg:0.6.1: " """

cpe:2.3:a:ffmpeg:ffmpeg:0.6.2:* " """

cpe:2.3:a:ffmpeg:ffmpeg:0.6.3: ™" """

akLk kKK LKLk,

cpe:2.3:a:ffmpeg:ffmpeg:0.7:*:*:"

cpe:2.3:a:ffmpeg:ffmpeg:0.7.1: %" "

akukLk ok kakok,

cpe:2.3:a:ffmpeg:ffmpeg:0.7.11 7 "
cpe:2.3:a:ffmpeg:ffmpeg:0.7.12: "
cpe:2.3:a:ffmpeg:ffmpeg:0.7.2:%:* "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.3:*: "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.4:******:*:
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cpe:2.3:a:ffmpeg:ffmpeg:0.7.6:*

cpe:2.3:a:ffmpeg:ffmpeg:0.7.7:

cpe:2.3:a:ffmpeg:ffmpeg:0.7.8:*:*

cpe:2.3:a:ffmpeg:ffmpeg:0.7.9:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.0:*:*:*:**:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.1:*:*

dk kR kR Rk,

cpe:2.3:a:ffmpeg:ffmpeg:0.8.10:***:**:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.2:*:*:****:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.5:*:****:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.5.3: " **:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.5.4:* " " *:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.6:*:*:*:**:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.8.7: " ™"

cpe:2.3:a:ffmpeg:ffmpeg:0.8.8: " ™"

cpe:2.3:a:ffmpeg:ffmpeg:0.9:* " ™

cpe:2.3:a:ffmpeg:ffmpeg:0.9.1: " ™"

cpe:2.3:a:ffmpeg:ffmpeg:1.0:": " ™

cpe:2.3:a:ffmpeg:ffmpeg:1.1.1: = =

cpe:2.3:a:ffmpeg:ffmpeg:1.1.2: " =

cpe:2.3:a:ffmpeg:ffmpeg:1.1.3: " "

cpe:2.3:a:ffmpeg:ffmpeg:1.1.4:":*****:*:

akLk kLK LK LKLk,

cpe:2.3:a:ffmpeg:ffmpeg:1.2:%:* "

cpe:2.3:a:ffmpeg:ffmpeg:1.2.1:*: "

dkakLk kKR KLk,

cpe:2.3:a:ffmpeg:ffmpeg:*:*:*:*

No vendor comments have been submitted for this CVE
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