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Summary

CVE CVE-2013-4282

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-11-02 19:55:00 UTC

Updated 2023-02-13 04:45:00 UTC

Description Stack-based buffer overflow in the reds_handle_ticket function in server/reds.c in SPICE 0.12.0 allows remote attackers to cause a denial of service (crash) via a long password in a SPICE ticket.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 5 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 5 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Application Redhat Enterprise Virtualization 3.0 All All All

Application Redhat Enterprise Virtualization 3.0 All All All

Application Spice Project Spice 0.12.0 All All All

Application Spice Project Spice 0.12.0 All All All

References

Reference Source Link

Red Hat Customer Portal MISC access.redhat.com

spice/spice - Unnamed repository; edit this file to name it for gitweb. (mirrored from https://gitlab.freedesktop.org/spice/spice) CONFIRM cgit.freedesktop.org

[security-announce] SUSE-SU-2015:0884-1: important: Security update for SUSE lists.opensuse.org

Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Customer Portal MISC access.redhat.com
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USN-2027-1: SPICE vulnerability | Ubuntu UBUNTU www.ubuntu.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

SPICE 'reds_handle_ticket()' Function Remote Denial of Service Vulnerability BID www.securityfocus.com

1000443 – (CVE-2013-4282) CVE-2013-4282 spice: stack buffer overflow in reds_handle_ticket() function MISC bugzilla.redhat.com

Debian -- Security Information -- DSA-2839-1 spice DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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