CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2013-4286

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2013-4286

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2014-02-26 14:55:00 UTC

2023-11-07 02:16:00 UTC

Apache Tomcat before 6.0.39, 7.x before 7.0.47, and 8.x before 8.0.0-RC3, when an HTTP connector or AJP connector is
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Apache Tomcat 1.1.3 All All All
Apache Tomcat 3.0 All All All
Apache Tomcat 3.1 All All All
Apache Tomcat 3.1.1 All All All
Apache Tomcat 3.2 All All All
Apache Tomcat 3.2.1 All All All
Apache Tomcat 3.2.2 All All All
Apache Tomcat 3.2.2 beta2 All All
Apache Tomcat 3.2.3 All All All
Apache Tomcat 3.24 All All All
Apache Tomcat 3.3 All All All
Apache Tomcat 3.3.1 All All All
Apache Tomcat 3.3.1a All All All
Apache Tomcat 3.3.2 All All All
Apache Tomcat 4 All All All
Apache Tomcat 4.0.0 All All All
Apache Tomcat 4.0.1 All All All
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Application Apache Tomcat 7.0.23 All All All
Application Apache Tomcat 7.0.24 All All All
Application Apache Tomcat 7.0.25 All All All
Application Apache Tomcat 7.0.26 All All All
Application Apache Tomcat 7.0.27 All All All
Application Apache Tomcat 7.0.28 All All All
Application Apache Tomcat 7.0.29 All All All
Application Apache Tomcat 7.0.3 All All All
Application Apache Tomcat 7.0.30 All All All
Application Apache Tomcat 7.0.31 All All All
Application Apache Tomcat 7.0.32 All All All
Application Apache Tomcat 7.0.33 All All All
Application Apache Tomcat 7.0.34 All All All
Application Apache Tomcat 7.0.35 All All All
Application Apache Tomcat 7.0.36 All All All
Application Apache Tomcat 7.0.37 All All All
Application Apache Tomcat 7.0.38 All All All
Application Apache Tomcat 7.0.39 All All All
Application Apache Tomcat 7.04 All All All
Application Apache Tomcat 7.0.4 beta All All
Application Apache Tomcat 7.0.40 All All All
Application Apache Tomcat 7.0.41 All All All
Application Apache Tomcat 7.0.42 All All All
Application Apache Tomcat 7.0.43 All All All
Application Apache Tomcat 7.0.44 All All All
Application Apache Tomcat 7.0.45 All All All
Application Apache Tomcat 7.0.46 All All All
Application Apache Tomcat 8.0.0 rci All All
Application Apache Tomcat 8.0.0 rc2 All All
Application Apache Tomcat All All All All
Reference

Pony Mail!

[Apache-SVN] Revision 1521854

IRM Qerniiritv Riillletin: Ratinnal | ifervele Adanter far HP Al M Anache Tameat fix (CV/F-2012-4922R C\V/F-2014-NNRR C.\V/F-2N12-4222 C\/F-2N


http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
https://lists.apache.org/thread.html/37220405a377c0182d2afdbc36461c4783b2930fbeae3a17f1333113%2540%253Cdev.tomcat.apache.org%253E
http://svn.apache.org/viewvc?view=revision&revision=1521854
http://www-01.ibm.com/support/docview.wss?uid=swg21678231

IV AUV LY UL TSI AT U VIV 7 WA LT TV T T 7 LIV 1 AUV I T VT IV T (W Y e U U T UY) W Y U T T UUTY) WY e U T Ty W Y e ey

IBM notice: The page you requested cannot be displayed
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Support / Security / Advisories / / MDVSA-2015:052 | Mandriva
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Red Hat Customer Portal

About Secunia Research | Flexera
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Red Hat Customer Portal

Security Advisory SA59722 - IBM Rational Connector for SAP Solution Manager Multiple Vulnerabilities - Secunia
Mageia Advisory: MGASA-2014-0148 - Updated tomcat package fixes security vulnerabilities

Document Display | HPE Support Center

VMSA-2014-0012 | United States
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Oracle Critical Patch Update - October 2016

Pony Mail!

Pony Mail!

Security Advisory SA59675 - IBM IMS Enterprise Suite SOAP Gateway Java Security Vulnerability - Secunia
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Bug 1069921 — CVE-2013-4286 tomcat: multiple content-length header poisoning flaws

"[security bulletin] HPSBOV03503 rev.1 - HP OpenVMS CSWS_JAVA running Tomcat, Multiple Remote Vulnera' - MARC
IBM Security Bulletin: Multiple vulnerabilities exist in IMS Enterprise Suite SOAP Gateway (CVE-2014-0453, CVE-2013-4286, CVE-2013-432:%
Oracle Critical Patch Update - January 2015

Full Disclosure: NEW: VMSA-2014-0012 - VMware vSphere product updates address security vulnerabilities

Debian -- Security Information -- DSA-3530-1 tomcat6

'[security bulletin] HPSBUX03150 SSRT101681 rev.1 - HP-UX Apache Server Suite running Apache Tomcat o' - MARC
Security Advisory SA57675 - Red Hat update for JBoss Enterprise Application Platform - Secunia
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Red Hat Customer Portal

IBM Security Bulletin: Rational Test Control Panel in Rational Test Workbench and Rational Test Virtualization Server affected by Apache Ton
Security Advisory SA59724 - IBM Rational Test Workbench / Virtualization Server Apache Tomcat Two Vulnerabilities - Secunia
Oracle Critical Patch Update - October 2014

Oracle Critical Patch Update - July 2014

Oracle Critical Patch Update - April 2015
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Security Advisory SA59036 - IBM QRadar SIEM Multiple Vulnerabilities - Secunia

Apache Tomcat® - Apache Tomcat 7 vulnerabilities

Apache Tomcat® - Apache Tomcat 8 vulnerabilities
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Security Advisory SA59733 - IBM IMS Enterprise Suite SOAP Gateway Weakness and Vulnerability - Secunia
SecurityFocus

USN-2130-1: Tomcat vulnerabilities | Ubuntu

IBM Security Bulletin: Multiple vulnerabilities in Apache Tomcat used by IBM QRadar Security Information and Event Manager 7.1 MR2, and 7
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Apache Tomcat CVE-2013-4286 Security Bypass Vulnerability

Red Hat Customer Portal

Apache Tomcat® - Apache Tomcat 6 vulnerabilities

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730849 Apache Tomcat Http Request-Smuggling Vulnerability (CVE-2013-4286)

994946 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-j448-j653-r3vj)
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