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CVE-2013-4301

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNIAC:LIAUMNICP/INAN

vulnerability:

:

Certain versions of Mediawiki from Mediawiki contain the following

includes/resourceloader/ResourceLoaderContext.php in MediaWiki
1.19.x before 1.19.8, 1.20.x before 1.20.7, and 1.21.x before 1.21.2
allows remote attackers to obtain sensitive information via a "<" (open
angle bracket) character in the lang parameter to w/load.php, which

reveals the installation path in an error message.

CVE-2013-4301 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access
Vector Complexity
Low
Confidentiality Integrity
Impact Impact

Authentication

Availability
Impact

Description Tags

& T48332 using "<" in as a value in the lang query
string throws exception

text/html
Vendor Advisory

About Secunia Research | Flexera

bugzilla.wikimedia.org

text/plain

text/html

text/html

Release notes/1.19 - MediaWiki

Release notes/1.21 - MediaWiki

[ NONE | [ NONE |
CVE References

Link

& CONFIRM bugzilla.wikimedia.org/show_bug.cgi?
id=46332

{ SECUNIA 54715

£J) CONFIRM
www.mediawiki.org/wiki/Release_notes/1.19

{3 CONFIRM
www.mediawiki.org/wiki/Release_notes/1.21


https://cve.report/
https://cve.report/CVE-2013-4301/mitre
https://cve.report/CVE-2013-4301/nist
https://cve.report/CVE-2013-4301/cve_org
https://cve.report/CVE-2013-4301.pdf
http://cve.report/software/mediawiki/mediawiki
http://cve.report/vendor/mediawiki
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://bugzilla.wikimedia.org/show_bug.cgi?id=46332
https://cve.report/CVE-2013-4301/468a7118
https://www.mediawiki.org/wiki/Release_notes/1.19
https://www.mediawiki.org/wiki/Release_notes/1.21

IBM X-Force Exchange € XF mediawiki-cve20134301-info-disclosure(86895)

oss-sec: Re: CVE request: MediaWiki Security MLIST [oss-security] 20130904 Re: CVE request:
Release: 1.21.2, 1.20.7 and 1.19.8 MediaWiki Security Release: 1.21.2, 1.20.7 and 1.19.8
[MediaWiki-announce] MediaWiki Security MLIST [MediaWiki-announce] 20130903 MediaWiki
Release: 1.21.2, 1.20.7 and 1.19.8 Security Release: 1.21.2,1.20.7 and 1.19.8
Release notes/1.20 - MediaWiki £ CONFIRM
www.mediawiki.org/wiki/Release_notes/1.20
() OSVDB 96913

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mediawiki Mediawiki 1.19.0 All All All
Application Mediawiki Mediawiki 1.19.1 All All All
Application Mediawiki Mediawiki 1.19.2 All All All
Application Mediawiki Mediawiki 1.19.3 All All All
Application Mediawiki Mediawiki 1.19.4 All All All
Application Mediawiki Mediawiki 1.19.5 All All All
Application Mediawiki Mediawiki 1.19.6 All All All
Application Mediawiki Mediawiki 1.19.7 All All All
Application Mediawiki Mediawiki 1.20 All All All
Application Mediawiki Mediawiki 1.20.1 All All All
Application Mediawiki Mediawiki 1.20.2 All All All
Application Mediawiki Mediawiki 1.20.3 All All All
Application Mediawiki Mediawiki 1.20.4 All All All
Application Mediawiki Mediawiki 1.20.5 All All All
Application Mediawiki Mediawiki 1.20.6 All All All
Application Mediawiki Mediawiki 1.21 All All All
Application Mediawiki Mediawiki 1.21.1 All All All
Application Mediawiki Mediawiki 1.19.0 All All All

Application Mediawiki Mediawiki 1.19.1 All All All
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19.0

194 e

19.2:

19.3:

194

19.5:

19.6:% %%

1975

dkukakokakakk.

cpe:2.3:a:mediawiki:mediawiki:1.20.1:*:*: """

cpe:2.3:a:mediawiki:mediawiki:1.20.2:*:*: """

dkukak ok akakk.

cpe:2.3:a:mediawiki:mediawiki:1.20.3:*:*:*: """

dkkak ok akakuk,

cpe:2.3:a:mediawiki:mediawiki:1.20.4::*:** " "

cpe:2.3:a:mediawiki:mediawiki:1.20.5:*:*:* " **:

dkak Lk okakakk,

cpe:2.3:a:mediawiki:mediawiki:1.20.6:*:*:*: " *:*:

dk Lk akkakakak.
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cpe:Z.d:a:mediawikimediawiKi:1.21. 17"

cpe:2.3:a:mediawiki:mediawiki:1.19.0:* " *:

cpe:2.3:a:mediawiki:mediawiki:1.19.1

cpe:2.3:a:mediawiki:mediawiki:1.19.2:* "

cpe:2.3:a:mediawiki:mediawiki:1.19.3:* "

cpe:2.3:a:mediawiki:mediawiki:1.19.4:* "

cpe:2.3:a:mediawiki:mediawiki:1.19.5:* "

cpe:2.3:a:mediawiki:mediawiki:1.19.6:*: "

cpe:2.3:a:mediawiki:mediawiki:1.19.7:* "

cpe:2.3:a:mediawiki:mediawiki:1.20:*:*:** "

cpe:2.3:a:mediawiki:mediawiki:1.20.1:*:*:*

cpe:2.3:a:mediawiki:mediawiki:1.20.2:*:*:*:* """

cpe:2.3:a:mediawiki:mediawiki:1.20.3:*:*:* % """
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cpe:2.3:a:mediawiki:mediawiki:1.20.5:*:*: """

cpe:2.3:a:mediawiki:mediawiki:1.20.6:*:*:*:*:":*:*:

cpe:2.3:a:mediawiki:mediawiki:1.21.1: " % %"

No vendor comments have been submitted for this CVE
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