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Summary

CVE CVE-2013-4306

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-11 21:55:00 UTC

Updated 2019-07-18 12:27:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in api/ApiQueryCheckUser.php in the CheckUser extension for MediaWiki, possibly Checkuser before 2.3, allows remote attackers to hijack the authentication of arbitrary users for requests that "perform sensitive write actions" via unspecified vectors.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mediawiki Mediawiki All All All All

Application Mediawiki Mediawiki All All All All

References

Reference Source Link Tags

MediaWiki CheckUser Extension CVE-2013-4306 Cross Site Request Forgery Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

rECHU99ad25d066ce CONFIRM git.wikimedia.org Patch

96908 OSVDB osvdb.org Broken Link

oss-sec: Re: CVE request: MediaWiki Security Release: 1.21.2, 1.20.7 and 1.19.8 MLIST seclists.org Mailing List, Third Party Advisory

[MediaWiki-announce] MediaWiki Security Release: 1.21.2, 1.20.7 and 1.19.8 MLIST lists.wikimedia.org Patch

⚓ T47019 Checkuser API does not use tokens CONFIRM bugzilla.wikimedia.org Issue Tracking, Patch

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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