CVE

State

Assigner
Source Priority
Published
Updated

Description

/

VE-2013-4322

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2013-4322

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2014-02-26 14:55:00 UTC

2023-11-07 02:16:00 UTC

Apache Tomcat before 6.0.39, 7.x before 7.0.50, and 8.x before 8.0.0-RC10 processes chunked transfer coding without prc

| 1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apache Tomcat 1.1.3 All All All
Apache Tomcat 3.0 All All All
Apache Tomcat 3.1 All All All
Apache Tomcat 3.1.1 All All All
Apache Tomcat 3.2 All All All
Apache Tomcat 3.2.1 All All All
Apache Tomcat 3.2.2 All All All
Apache Tomcat 3.2.2 beta2 All All
Apache Tomcat 3.2.3 All All All
Apache Tomcat 3.24 All All All
Apache Tomcat 3.3 All All All
Apache Tomcat 3.3.1 All All All
Apache Tomcat 3.3.1a All All All
Apache Tomcat 3.3.2 All All All
Apache Tomcat 4 All All All
Apache Tomcat 4.0.0 All All All
Apache Tomcat 4.0.1 All All All
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Application Apache Tomcat 7.0.50 All All All
Application Apache Tomcat 8.0.0 rci All All
Application Apache Tomcat 8.0.0 rc2 All All
Application Apache Tomcat 8.0.0 rc3 All All
Application Apache Tomcat 8.0.0 rc4 All All
Application Apache Tomcat 8.0.0 rch All All
Application Apache Tomcat 8.0.0 rcé All All
Application Apache Tomcat 8.0.0 rc7 All All
Application Apache Tomcat 8.0.0 rc8 All All
Application Apache Tomcat 8.0.0 rc9 All All
Application Apache Tomcat All All All All
Reference
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Support / Security / Advisories / / MDVSA-2015:084 | Mandriva

IBM Security Bulletin: Rational Lifecycle Adapter for HP ALM Apache Tomcat fix (CVE-2013-4286, CVE-2014-0033, CVE-2013-4322, CVE-20
IBM notice: The page you requested cannot be displayed
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Support / Security / Advisories / / MDVSA-2015:052 | Mandriva

Pony Mail!

Pony Mail!

About Secunia Research | Flexera

Pony Mail!

Security Advisory SA59722 - IBM Rational Connector for SAP Solution Manager Multiple Vulnerabilities - Secunia
Mageia Advisory: MGASA-2014-0148 - Updated tomcat package fixes security vulnerabilities

Document Display | HPE Support Center

VMSA-2014-0012 | United States

VMSA-2014-0008.2 | United States

Bug 1069905 — CVE-2013-4322 tomcat: incomplete fix for CVE-2012-3544

Pony Mail!

Oracle Critical Patch Update - October 2016

[Apache-SVN] Revision 1549523

Pony Mail!

Pony Mail!

Security Advisory SA59675 - IBM IMS Enterprise Suite SOAP Gateway Java Security Vulnerability - Secunia
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"[security bulletin] HPSBOV03503 rev.1 - HP OpenVMS CSWS_JAVA running Tomcat, Multiple Remote Vulnera' - MARC

IBM Security Bulletin: Multiple vulnerabilities exist in IMS Enterprise Suite SOAP Gateway (CVE-2014-0453, CVE-2013-4286, CVE-2013-432:
Full Disclosure: NEW: VMSA-2014-0012 - VMware vSphere product updates address security vulnerabilities

[Apache-SVN] Revision 1556540

Debian -- Security Information -- DSA-3530-1 tomcat6

[Apache-SVN] Revision 1549522

[Apache-SVN] Revision 1521864

Pony Mail!

Red Hat Customer Portal

IBM Security Bulletin: Rational Test Control Panel in Rational Test Workbench and Rational Test Virtualization Server affected by Apache Ton
Security Advisory SA59724 - IBM Rational Test Workbench / Virtualization Server Apache Tomcat Two Vulnerabilities - Secunia
[Apache-SVN] Revision 1521834

Oracle Critical Patch Update - October 2014

Oracle Critical Patch Update - July 2014

Security Advisory SA59036 - IBM QRadar SIEM Multiple Vulnerabilities - Secunia

Apache Tomcat® - Apache Tomcat 7 vulnerabilities

Apache Tomcat® - Apache Tomcat 8 vulnerabilities

Pony Mail!

SecurityFocus

USN-2130-1: Tomcat vulnerabilities | Ubuntu

Apache Tomcat CVE-2013-4322 Incomplete Fix Denial of Service Vulnerability

IBM Security Bulletin: Multiple vulnerabilities in Apache Tomcat used by IBM QRadar Security Information and Event Manager 7.1 MR2, and 7
Pony Mail!

Apache Tomcat® - Apache Tomcat 6 vulnerabilities

CVE Program record

NVD vulnerability detail

4] H

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

994956 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-wq2p-q66w-q8gp)
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