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Summary

CVE CVE-2013-4324

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-03 21:55:00 UTC

Updated 2019-06-17 13:55:00 UTC

Description spice-gtk 0.14, and possibly other versions, invokes the polkit authority using the insecure polkit_unix_process_new API function, which allows local users to bypass intended access restrictions by leveraging a PolkitUnixProcess PolkitSubject race condition via a (1) setuid process or (2) pkexec process, a related issue to CVE-2013-4288.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Application Spice-gtk Project Spice-gtk 0.14 All All All

Application Spice-gtk Project Spice-gtk 0.14 All All All

References

Reference Source Link Tags

openSUSE-SU-2013:1562-1: moderate: spice-gtk: fixed race condition in pi SUSE lists.opensuse.org

oss-security - Re: Fwd: [vs-plain] polkit races MLIST www.openwall.com

Security Advisory SA54947 - Red Hat update for spice-gtk - Secunia SECUNIA secunia.com Vendor Advisory

Red Hat 'spice-gtk' Module CVE-2013-4324 Local Security Bypass Vulnerability BID www.securityfocus.com

Red Hat Customer Portal REDHAT rhn.redhat.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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