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Summary

CVE CVE-2013-4342

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-10 00:55:00 UTC

Updated 2023-02-13 04:46:00 UTC

Description xinetd does not enforce the user and group configuration directives for TCPMUX services, which causes these services to be run as root and makes it easier for remote attackers to gain privileges by leveraging another vulnerability in a service.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 5 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 5 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Application Xinetd Xinetd - All All All

Application Xinetd Xinetd - All All All

References

Reference Source

access.redhat.com | CVE-2013-4342 MISC

1006100 – (CVE-2013-4342) CVE-2013-4342 xinetd: ignores user and group directives for tcpmux services CONFIRM

xinetd: Privilege escalation (GLSA 201611-06) — Gentoo security GENTOO

Red Hat Customer Portal MISC

Red Hat Customer Portal REDHAT

CVE-2013-4342: xinetd ignores user and group directives for TCPMUX services by octurite · Pull Request #10 · xinetd-org/xinetd · GitHub CONFIRM
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No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

905558 Common Base Linux Mariner (CBL-Mariner) Security Update for xinetd (13601)

905560 Common Base Linux Mariner (CBL-Mariner) Security Update for xinetd (13592)

906764 Common Base Linux Mariner (CBL-Mariner) Security Update for xinetd (13592-1)

906795 Common Base Linux Mariner (CBL-Mariner) Security Update for xinetd (13601-1)
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