CVE-2013-4343
Published on: 09/25/2013 12:00:00 AM UTC
Last Modified on: 08/11/2023 06:13:00 PM UTC

CVE-2013-4343

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACMAUNCCICIAC Certain versions of Ubuntu Linux from Canonical contain the following
’ vulnerability:

Use-after-free vulnerability in drivers/net/tun.c in the Linux kernel
through 3.11.1 allows local users to gain privileges by leveraging the
CAP_NET_ADMIN capability and providing an invalid tuntap interface
name in a TUNSETIFF ioctl call.

CVE-2013-4343 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 6.9 - MEDIUM

Access Access Authentication
Vector Complexity
3
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
USN-2049-1: Linux kernel vulnerabilities | Ubuntu [ www.ubuntu.com | ® UBUNTU USN-2049-1
Use-after-free in TUNSETIFF — Linux Network O MLIST [netdev] 20130911 Use-after-free in
Development TUNSETIFF
[security-announce] openSUSE-SU-2019:1570-1: 9 SUSE openSUSE-SU-2019:1570
important: Security update
[security-announce] openSUSE-SU-2019:1479-1: 9 SUSE openSUSE-SU-2019:1479
important: Security update
oss-security - Fwd: Use-after-free in TUNSETIFF ¢ > MLIST [oss-security] 20130912 Fwd: Use-after-
free in TUNSETIFF
USN-2020-1: Linux kernel (Raring HWE) vulnerabilities [T ® UBUNTU USN-2020-1
| Ubuntu



https://cve.report/
https://cve.report/CVE-2013-4343/mitre
https://cve.report/CVE-2013-4343/nist
https://cve.report/CVE-2013-4343/cve_org
https://cve.report/CVE-2013-4343.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.ubuntu.com/usn/USN-2049-1
http://www.spinics.net/lists/netdev/msg250066.html
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00039.html
http://lists.opensuse.org/opensuse-security-announce/2019-05/msg00071.html
http://www.openwall.com/lists/oss-security/2013/09/12/3
http://www.ubuntu.com/usn/USN-2020-1

USN-2023-1: Linux kernel vulnerabilities | Ubuntu [ www.ubuntu.com | ® UBUNTU USN-2023-1

Red Hat Customer Portal & MISC access.redhat.com/errata/RHSA-2013:1490

'[PATCH net V2] tuntap: correctly handle error in [ marc.info | (D) MLIST [linux-kernel] 20130911 [PATCH net V2]

tun_set_iff()' - MARC tuntap: correctly handle error in tun_set_iff()

CVE-2013-4343 - Red Hat Customer Portal & MISC access.redhat.com/security/cve/CVE-2013-
4343

Red Hat Customer Portal & REDHAT RHSA-2013:1490

1007733 — (CVE-2013-4343) CVE-2013-4343 Kernel: () CONFIRM bugzilla.redhat.com/show_bug.cgi?

net: use-after-free TUNSETIFF id=1007733

[security-announce] openSUSE-SU-2019:1579-1: 9 SUSE openSUSE-SU-2019:1579

important: Security update

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Canonical Ubuntu Linux 13.04 All All All
System

Operating Canonical Ubuntu Linux 13.10 All All All
System

Operating Linux Linux Kernel All All All All
System

Operating Linux Linux Kernel 3.0 rci All All
System

Operating Linux Linux Kernel 3.0 rc2 All All
System

Operating Linux Linux Kernel 3.0 rc3 All All
System

Operating Linux Linux Kernel 3.0 rc4 All All
System

Operating Linux Linux Kernel 3.0 rch All All
System

Operating Linux Linux Kernel 3.0 rcé All All
System

Operating Linux Linux Kernel 3.0 rc7 All All
System

Nnaratinn linnv linniv Karnal 2N 1 All All All
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https://access.redhat.com/security/cve/CVE-2013-4343
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-1490.html
https://bugzilla.redhat.com/show_bug.cgi?id=1007733
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00048.html
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akakak ok akuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc2:*:*:*:*:*:*:

ARk kR akuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc3: " *:

Rk kR Lk uk.

cpe:2.3:0:linux:linux_kernel:3.0:rcd:*:*:*:*:*:*:

R

cpe:2.3:0:linux:linux_kernel:3.0:rc6:*:*:*:*:*:*:

KKk akakak.

cpe:2.3:0:linux:linux_kernel:3.0:rc7:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.1:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.10:* % "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0. 11 %" "

cpe:2.3:0:linux:linux_kernel:3.0.2:*:*:*:**:*:*:

akLk KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.20:*: """

akLk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.21 "%

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.23:*:*: """

ARk kK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.24:*:*:**:*:*:*:

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.25:*:*: """

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.26:*:*:*:*:*:*:*:

ARk kL kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.27:: "™



Ak koK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.28:*:*:*:*:**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.29:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.0.3: "

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.31: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.32:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.34:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.35:* " "1™

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.36:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.37:*: """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.38:*:*:*:*:*:*:*:

aKk LKLk KKK,

cpe:2.3:0:linux:linux_kernel:3.0.47:*: " "

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.48:*:*: """

cpe:2.3:0:linux:linux_kernel:3.0.5::*: " *:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.50:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.51:*:**



Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.53:*:*:**:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.54 % :**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.55:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.56:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.58:**:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.59: " :*:*:
cpe:2.3:0:linux:linux_kernel:3.0.6:*:*:*:*:*:*::

cpe:2.3:0:linux:linux_kernel:3.0.60:*:*:*:*:*:*:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.61::*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.62:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:*:*:***:":*:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1:*: "

akakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc2:*:*:*:*:*::

akak Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc3:*:*: "
cpe:2.3:0:linux:linux_kernel:3.1:rc4: "
cpe:2.3:0:linux:linux_kernel:3.1.1: % %"
cpe:2.3:0:linux:linux_kernel:3.1.10:*: "

cpe:2.3:0:linux:linux_kernel:3.1.2:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.3:*:****:**:



cpe:2.3:0:linux:linux_kernel:3.1.4:****:**:

cpe:2.3:0:linux:linux_kernel:3.1.5:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*:* " ::

cpe:2.3:0:linux:linux_kernel:3.1.7:

cpe:2.3:0:linux:linux_kernel:3.1.8:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.1.9:

cpe:2.3:0:linux:linux_kernel:3.10.0: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.10.1:* "™

dk Kk ok ak Rk,

cpe:2.3:0:linux:linux_kernel:3.10.11 %

dk kR ok ak Rk,

cpe:2.3:0:linux:linux_kernel:3.10.12:%:* ™
cpe:2.3:0:linux:linux_kernel:3.10.2:*: """
cpe:2.3:0:linux:linux_kernel:3.10.3:*: % """
cpe:2.3:0:linux:linux_kernel:3.10.4:*: """
cpe:2.3:0:linux:linux_kernel:3.10.5: "%
cpe:2.3:0:linux:linux_kernel:3.10.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.10.7:*: """

cpe:2.3:0:linux:linux_kernel:3.10.8:*: """

cpe:2.3:0:linux:linux_kernel:3.10.9:*: """

cpe:2.3:0:linux:linux_kernel:3.11.1:* "%

dkkakkakakak.

cpe:2.3:0:linux:linux_kernel:3.2:%:*: "

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc3:*:*: "

akak Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc4:**:**

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc6:*:*:*:*:*::

dkakukakakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc7: "



cpe:2.3:0:linux:linux_kernel:3.2.1:*****:*:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.10:*:*:**:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.2.12: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.2.13:*: "™

Kk ok Kk oKLk,

cpe:2.3:0:linux:linux_kernel:3.2.14:**:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.16:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.17:** "™

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.2.19:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.2:*:*:*:*:*:*:*:

akLK LKLk KKK,

cpe:2.3:0:linux:linux_kernel:3.2.29:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.3:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.5:* % " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.6:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.7:*:*:***:*:*:

coe:2.3:0:linux:linux kernel:3.2.8:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:3.2.9:****:**:
cpe:2.3:0:linux:linux_kernel:3.3:*:*:*:*
akakakakokak,

cpe:2.3:0:linux:linux_kernel:3.3:rc1 ™

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc2:*:*:*:*:*:*:

kakak ok akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc3:*:*:**:*:*:

Rk kR ok ak.

cpe:2.3:0:linux:linux_kernel:3.3:rc4:*:*:*:*:*:*:

KRk ok akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc6:*:*:*:*:*:*:

Kk Lk akak k.

cpe:2.3:0:linux:linux_kernel:3.3:rc7:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.1:*:***:

cpe:2.3:0:linux:linux_kernel:3.3.2:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.3:* " **:

cpe:2.3:0:linux:linux_kernel:3.3.4:*:*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.5:*:*: %" *:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.7: " **:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.4:*:*:*:*

dkakkokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc3:*:":*:*:

akakkokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc4: "

akakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc5:* "

dkkukokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc7: "

cpe:2.3:0:linux:linux_kernel:3.4. 1 *:*:*:

ARk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.10:*: "



Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.13:**:**:*

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.14: "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.15: ™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.17: "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.18:*:* "™

cpe:2.3:0:linux:linux_kernel:3.4.2:%:*:**:*

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.4.20:**:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.21 """

akk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.32:*: """

cpe:2.3:0:linux:linux_kernel:3.4.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.5::* """

cpe:2.3:0:linux:linux_kernel:3.4.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.4.7:%:****: "

cpe:2.3:0:linux:linux_kernel:3.4.8:*:*:***:*:*:
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cpe:2.3:0:linux:linux_kernel:3.5.2:**:***:**:

cpe:2.3:0:linux:linux_kernel:3.5.3: "

cpe:2.3:0:linux:linux_kernel:3.5.4:

cpe:2.3:0:linux:linux_kernel:3.5.5: :*****::

cpe:2.3:0:linux:linux_kernel:3.5.6:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:3.5.7:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.1:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.6.11: % "™

cpe:2.3:0:linux:linux_kernel:3.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.3:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.5:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.7:*: "

cpe:2.3:0:linux:linux_kernel:3.7.1: % %"

akK KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.7.10: """

cpe:2.3:0:linux:linux_kernel:3.7.2:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.3: " ":*:

cpe:2.3:0:linux:linux_kernel:3.7.4::****:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.5:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.7:*:****: "

cpe:2.3:0:linux:linux_kernel:3.7.8: " "



cpe:2.3:0:linux:linux_kernel:3.7.9:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.0:*****:**:

cpe:2.3:0:linux:linux_kernel:3.8.1: "

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.8.10: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.8.11: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.8.12:* " "™
cpe:2.3:0:linux:linux_kernel:3.8.13:* " "™
cpe:2.3:0:linux:linux_kernel:3.8.2:*:*:**:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.3:*:*:**:**:*:
cpe:2.3:0:linux:linux_kernel:3.8.4:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:3.8.5:*:***:**:*:
cpe:2.3:0:linux:linux_kernel:3.8.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.9:*:*:***:*:*:

dkakukakakuk.

cpe:2.3:0:linux:linux_kernel:3.9:rc7: "

cpe:2.3:0:linux:linux_kernel:3.9.0::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.1:*:*** "

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.9.10:*: """
cpe:2.3:0:linux:linux_kernel:3.9.11 %

cpe:2.3:0:linux:linux_kernel:3.9.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.3:*:****:*:*:



cpe:2.3:0:linux:linux_kernel:3.9.4:*:***:*:*:

KRk akukuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc1:*:*:

KKk ok kak.

cpe:2.3:0:linux:linux_kernel:3.0:rc2:*:*:*:*:*:*:

KRk ok akak.

cpe:2.3:0:linux:linux_kernel:3.0:rc3:*:*:**:*:*:

KRk ok akak.

cpe:2.3:0:linux:linux_kernel:3.0:rcd:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.0:rc5:*:*:**:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.0:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.1: %

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.10:**:* "1™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.12:*: %" %"

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.13:*: % """

akLk LKLk Lk LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.22:*:*:**:*:*:*:

ARk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.23:*:*: """

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.25:*:*:* """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.26:*:*:*:*:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.27:*:*: " "



cpe:2.3:0:linux:linux_kernel:3.0.3:**:***:**:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.30: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.31:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.33:*:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.34:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.36:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.37:*:*:***:*:*:

Kk kL kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.38:*:*:*:*:*:*:*:

akk LKLk K LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.49:*: """

cpe:2.3:0:linux:linux_kernel:3.0.5:*:*: " *:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.50:*:*:*:*:*:*:*:

ARk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.51 """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.52:*:*:**:*:*:*:

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.53:*:*:**:*:*:*:



Ak koK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.54:*:*:**:**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.55:*:*:**:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.57: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.58:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.6:*:*:*:*:*:*::
akukokok ok okok,

cpe:2.3:0:linux:linux_kernel:3.0.60:*:*:**:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.61::*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.62:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.63:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.64:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:%:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1:*: "

dkakukokukuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc4: "
cpe:2.3:0:linux:linux_kernel:3.1. 1 %"
cpe:2.3:0:linux:linux_kernel:3.1.10: "
cpe:2.3:0:linux:linux_kernel:3.1.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.3:*:****:*:*:

cpe:2.3:0:linux:linux kernel:3.1.4:**:***:*:*:



cpe:2.3:0:linux:linux_kernel:3.1.5:*****:**:
cpe:2.3:0:linux:linux_kernel:3.1.6:**:**:*:**:
cpe:2.3:0:linux:linux_kernel:3.1.7:
cpe:2.3:0:linux:linux_kernel:3.1.8:
cpe:2.3:0:linux:linux_kernel:3.1.9:
cpe:2.3:0:linux:linux_kernel:3.10.0: "™
cpe:2.3:0:linux:linux_kernel:3.10.1: "™

akak kR ok akuk.

cpe:2.3:0:linux:linux_kernel:3.10.10: "

dkakak ok akakak.

cpe:2.3:0:linux:linux_kernel:3.10.11 "

cpe:2.3:0:linux:linux_kernel:3.10.2:*: """

cpe:2.3:0:linux:linux_kernel:3.10.3:*: """

cpe:2.3:0:linux:linux_kernel:3.10.4:*: """

cpe:2.3:0:linux:linux_kernel:3.10.5: "%

cpe:2.3:0:linux:linux_kernel:3.10.6:*:*:*:":*:*:*:

cpe:2.3:0:linux:linux_kernel:3.10.7:*: """

cpe:2.3:0:linux:linux_kernel:3.10.8:*:*: """

cpe:2.3:0:linux:linux_kernel:3.10.9:*: """

cpe:2.3:0:linux:linux_kernel:3.11.1:* """
cpe:2.3:0:linux:linux_kernel:3.2:%:*: "
akakakakakak.

cpe:2.3:0:linux:linux_kernel:3.2:rc2:*:*:*:*:*::

akLk Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc3:*:*: "

dkuk Lk akakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc5:* "

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc6:*:*:*:*:*::

cpe:2.3:0:linux:linux_kernel:3.2.1 % :*:



Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.11***

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.12:* "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.14: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.15: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.16:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.18:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.19:**:* "1™
cpe:2.3:0:linux:linux_kernel:3.2.2:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.20:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.3:*:*: " ":*:
cpe:2.3:0:linux:linux_kernel:3.2.30:*: """
cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.5::*: " *:*:
cpe:2.3:0:linux:linux_kernel:3.2.6::*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.7:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.8:*:*:***:*:*:

AnnD eaclinniveliniiv barnalQ D Q-Fckakokakak ok,
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SRk ak kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:*:*:*:**:*::

Kk kR ukuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc1:*:*:*

ARk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc2:*:*:*:*:*:*:

ARk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc3:*:*:**:*:*:

KRk ok akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc5: " *:

KRk akakak.

cpe:2.3:0:linux:linux_kernel:3.3:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.1:*:

cpe:2.3:0:linux:linux_kernel:3.3.2:%:***:**:*:

cpe:2.3:0:linux:linux_kernel:3.3.3:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.5:* %" *:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.7: " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.4:*:*: "

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc6:*:*:*:*:*::

akk Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc7: "

cpe:2.3:0:linux:linux_kernel:3.4.1:*:****:**:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.10:*: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.4. 11

akk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.12:*: " "



akk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.13:*:*:**:*

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4. 14 :*

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.15: ™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.16:™:*: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.17: ™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.19:* " "™

cpe:2.3:0:linux:linux_kernel:3.4.2:%:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.20:** " *:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.21 """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.22:**:***:**:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.23:*:*:* """

akLK LKLk KKK,

cpe:2.3:0:linux:linux_kernel:3.4.32:*: """

cpe:2.3:0:linux:linux_kernel:3.4.4::*:** """

cpe:2.3:0:linux:linux_kernel:3.4.5::*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.4.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.4.7:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.8:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.1:*:****:*:*:



cpe:2.3:0:linux:linux_kernel:3.5.2:**:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.5.3:*****:**:
cpe:2.3:0:linux:linux_kernel:3.5.4:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.5.5:
cpe:2.3:0:linux:linux_kernel:3.5.6:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:3.5.7:
cpe:2.3:0:linux:linux_kernel:3.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.1:*:*:**:*:*::

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.6.10:* " :*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.6.11: " "™

cpe:2.3:0:linux:linux_kernel:3.6.2:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.3:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.4::*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.5:*:*: % *:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.9:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7:*:*: "

cpe:2.3:0:linux:linux_kernel:3.7.1: """

cpe:2.3:0:linux:linux_kernel:3.7.2:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.3: " ":*:

cpe:2.3:0:linux:linux_kernel:3.7.4::****:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.5: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.7:*:**x*: "

cpe:2.3:0:linux:linux_kernel:3.7.8:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.9: " ="



cpe:2.3:0:linux:linux_kernel:3.8.0::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.1:**:**:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.8.10: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.8.12:**: "™
cpe:2.3:0:linux:linux_kernel:3.8.13:* " "™
cpe:2.3:0:linux:linux_kernel:3.8.2:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:3.8.3:*:*:**:**:*:
cpe:2.3:0:linux:linux_kernel:3.8.4:*:***:**::
cpe:2.3:0:linux:linux_kernel:3.8.5:*:***:**:*:
cpe:2.3:0:linux:linux_kernel:3.8.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.9:*:*:**:*:*:*:

dkakkokakuk.

cpe:2.3:0:linux:linux_kernel:3.9:rc7: "

cpe:2.3:0:linux:linux_kernel:3.9.0::*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.9.1:*:****:*:*:

Ak kLK LK LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.9.10:*: """

cpe:2.3:0:linux:linux_kernel:3.9.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.3:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.9.4::*:***:*:*:



cpe:2.3:0:linux:linux_kernel:*:*:**:***:*:

No vendor comments have been submitted for this CVE
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