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Buffer overflow in the SCSI implementation in QEMU, as used in Xen, when a SCSI controller has more than 256 attached
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 12.10 All All All
Canonical Ubuntu Linux 13.10 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 12.10 All All All
Canonical Ubuntu Linux 13.10 All All All
Opensuse Opensuse 12.3 All All All
Opensuse Opensuse 13.1 All All All
Opensuse Opensuse 12.3 All All All
Opensuse Opensuse 13.1 All All All
Qemu Qemu All All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Server 6.0 All All All

Redhat Enterprise Linux Server 6.0 All All All
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Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Application Redhat Virtualization 3.0 All All All
Application Redhat Virtualization 3.0 All All All
Reference Source Link
USN-2092-1: QEMU vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
[security-announce] openSUSE-SU-2014:1279-1: important: xen: security an SUSE lists.opensuse.org
98028 OSVDB osvdb.org

Red Hat Customer Portal REDHAT  rhn.redhat.com

oss-security - Xen Security Advisory 65 (CVE-2013-4344) - gemu SCSI REPORT LUNS buffer overflow  MLIST www.openwall.com

QEMU CVE-2013-4344 Remote Buffer Overflow Vulnerability BID www.securityfocus.col
article.gmane.org | 522: Connection timed out MLIST article.gmane.org
[security-announce] openSUSE-SU-2014:1281-1: important: xen: security an SUSE lists.opensuse.org
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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