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Summary

CVE CVE-2013-4345

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-10 10:55:00 UTC

Updated 2023-02-13 00:28:00 UTC

Description Off-by-one error in the get_prng_bytes function in crypto/ansi_cprng.c in the Linux kernel through 3.11.4 makes it easier for context-dependent attackers to defeat cryptographic protection mechanisms via multiple requests for small amounts of data, leading to improper management of the state of the consumed data.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 18 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 18 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Linux Linux Kernel 3.0 rc1 All All

Operating System Linux Linux Kernel 3.0 rc2 All All

Operating System Linux Linux Kernel 3.0 rc3 All All

Operating System Linux Linux Kernel 3.0 rc4 All All

Operating System Linux Linux Kernel 3.0 rc5 All All

Operating System Linux Linux Kernel 3.0 rc6 All All

Operating System Linux Linux Kernel 3.0 rc7 All All

Operating System Linux Linux Kernel 3.0.1 All All All

Operating System Linux Linux Kernel 3.0.10 All All All

Operating System Linux Linux Kernel 3.0.11 All All All

Operating System Linux Linux Kernel 3.0.12 All All All

Operating System Linux Linux Kernel 3.0.13 All All All

Operating System Linux Linux Kernel 3.0.14 All All All
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Operating System Linux Linux Kernel 3.0.17 All All All

Operating System Linux Linux Kernel 3.0.18 All All All

Operating System Linux Linux Kernel 3.0.19 All All All

Operating System Linux Linux Kernel 3.0.2 All All All

Operating System Linux Linux Kernel 3.0.20 All All All

Operating System Linux Linux Kernel 3.0.21 All All All

Operating System Linux Linux Kernel 3.0.22 All All All

Operating System Linux Linux Kernel 3.0.23 All All All

Operating System Linux Linux Kernel 3.0.24 All All All
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Operating System Linux Linux Kernel 3.0.27 All All All
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Operating System Linux Linux Kernel 3.0.35 All All All
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Operating System Linux Linux Kernel 3.0.42 All All All

Operating System Linux Linux Kernel 3.0.43 All All All

Operating System Linux Linux Kernel 3.0.44 All All All

Operating System Linux Linux Kernel 3.0.45 All All All

Operating System Linux Linux Kernel 3.0.46 All All All
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Operating System Linux Linux Kernel 3.0.9 All All All

Operating System Linux Linux Kernel 3.1 All All All

Operating System Linux Linux Kernel 3.1 rc1 All All

Operating System Linux Linux Kernel 3.1 rc2 All All
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Application Redhat Enterprise Mrg 2.4 All All All
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