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Summary

CVE CVE-2013-4346

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-20 14:55:00 UTC

Updated 2023-02-13 00:28:00 UTC

Description The Server.verify_request function in SimpleGeo python-oauth2 does not check the nonce, which allows remote attackers to perform replay attacks via a signed URL.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Urbanairship Python-oauth2 - All All All

Application Urbanairship Python-oauth2 - All All All

References

Reference Source

Red Hat Customer Portal MISC

1007746 – (CVE-2013-4346) CVE-2013-4346 python-oauth2: _check_signature() ignores the nonce value when validating signed urls MISC

Red Hat Customer Portal MISC

python-oauth2 Signed URL Nonce Verification Security Bypass Vulnerability BID

Duplicate nonce check on Server.verify_request() · Issue #129 · joestump/python-oauth2 · GitHub MISC

CVE-2013-4346 - Red Hat Customer Portal MISC

oss-security - Re: cve requests for python-oauth2 MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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