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Summary

CVE CVE-2013-4362

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-09-30 22:55:00 UTC

Updated 2017-07-01 01:29:00 UTC

Description WEB-DAV Linux File System (davfs2) 1.4.6 and 1.4.7 allow local users to gain privileges via unknown attack vectors in (1) kernel_interface.c and (2) mount_davfs.c, related to the "system" function.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Werner Baumann Davfs2 1.4.6 All All All

Application Werner Baumann Davfs2 1.4.7 All All All

Application Werner Baumann Davfs2 1.4.6 All All All

Application Werner Baumann Davfs2 1.4.7 All All All

References

Reference Source Link Tags

DavFS2 'system()' Function Local Privilege Escalation Vulnerability BID www.securityfocus.com

DavFS2: Local privilege escalation (GLSA 201612-02) — Gentoo security GENTOO security.gentoo.org

davfs2 - Bugs: bug #40034, Unsecure use of system() [Savannah] CONFIRM savannah.nongnu.org Patch

97417 OSVDB osvdb.org

Debian -- Security Information -- DSA-2765-1 davfs2 DEBIAN www.debian.org

97416 OSVDB osvdb.org

oss-sec: Re: CVE request: davfs2 - Unsecure use of system() MLIST seclists.org Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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