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CVE-2013-4363

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AV-NIACMIAU:NICNIN/AP Certain versions of Ruby from Ruby—lang contain the foIIowing
’ vulnerability:

Algorithmic complexity vulnerability in

Gem::Version::ANCHORED_ VERSION_PATTERN in
lib/rubygems/version.rb in RubyGems before 1.8.23.2, 1.8.24 through
1.8.26, 2.0.x before 2.0.10, and 2.1.x before 2.1.5, as used in Ruby
1.9.0 through 2.0.0p247, allows remote attackers to cause a denial of
service (CPU consumption) via a crafted gem version that triggers a large amount of
backtracking in a regular expression. NOTE: this issue is due to an incomplete fix for CVE-
2013-4287.

CVE-2013-4363 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: (EEEMEDINY |

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

oss-security - Re: CVE-2013-4287 Algorithmic ¢ > MLIST [oss-security] 20130915 Re: CVE-2013-4287

complexity vulnerability in RubyGems 2.0.7 and older Algorithmic complexity vulnerability in RubyGems 2.0.7 and
older

CVE-2013-4363 Algorithmic complexity vulnerability in 23 CONFIRM blog.rubygems.org/2013/09/24/CVE-2013-

RubyGems 2.1.4 and older | RubyGems.org 4363.html

oss-security - Re: CVE-2013-4287 Algorithmic ¢ > MLIST [oss-security] 20130918 Re: CVE-2013-4287
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https://cve.report/
https://cve.report/CVE-2013-4363/mitre
https://cve.report/CVE-2013-4363/nist
https://cve.report/CVE-2013-4363/cve_org
https://cve.report/CVE-2013-4363.pdf
http://cve.report/software/ruby-lang/ruby
http://cve.report/vendor/ruby-lang
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.openwall.com/lists/oss-security/2013/09/14/3
http://blog.rubygems.org/2013/09/24/CVE-2013-4363.html

UUIIIPIG}\Ily VUIIIUIdUIIILy ni F\UUy\JUIIID £.VU./ dliu viuel WWW.openwd I‘\IgUIIlIIIIIIU UUIII}JIU)\Ily VUIIIUIdUIIIly mi nqu\Jb‘lllb V.7l dlu
older

CVE-2013-4363 | Puppet CONFIRM puppet.com/security/cve/cve-2013-4363

oss-security - Re: CVE-2013-4287 Algorithmic [ Patch | { > MLIST [oss-security] 20130920 Re: CVE-2013-4287

complexity vulnerability in RubyGems 2.0.7 and older Algorithmic complexity vulnerability in RubyGems 2.0.7 and
older

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Ruby-lang Ruby 1.9 All All All
Application Ruby-lang Ruby 1.9.1 All All All
Application Ruby-lang Ruby 1.9.2 All All All
Application Ruby-lang Ruby 1.9.3 All All All
Application Ruby-lang Ruby 1.9.3 p0 All All
Application Ruby-lang Ruby 1.9.3 p125 All All
Application Ruby-lang Ruby 1.9.3 p194 All All
Application Ruby-lang Ruby 1.9.3 p286 All All
Application Ruby-lang Ruby 1.9.3 p383 All All
Application Ruby-lang Ruby 1.9.3 p385 All All
Application Ruby-lang Ruby 1.9.3 p392 All All
Application Ruby-lang Ruby 1.9.3 p426 All All
Application Ruby-lang Ruby 1.9.3 p429 All All
Application Ruby-lang Ruby 2.0 All All All
Application Ruby-lang Ruby 2.0.0 All All All
Application Ruby-lang Ruby 2.0.0 p0 All All
Application Ruby-lang Ruby 2.0.0 p195 All All
Application Ruby-lang Ruby 2.0.0 p247 All All
Application Ruby-lang Ruby 2.0.0 preview1 All All
Application Ruby-lang Ruby 2.0.0 preview2 All All
Application Ruby-lang Ruby 2.0.0 rci All All
Application Ruby-lang Ruby 2.0.0 rc2 All All

Application Ruby-lang Ruby 1.9 Al Al Al
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Application Rubygems Rubygems
Application Rubygems Rubygems
Application Rubygems Rubygems
Application Rubygems Rubygems
Application Rubygems Rubygems

cpe:2.3:a:ruby-lang:ruby:1.9:*: "

cpe:2.3:a:ruby-lang:ruby:1.9.1: % %

cpe:2.3:a:ruby-lang:ruby:1.9.2: =

cpe:2.3:a:ruby-lang:ruby:1.9.3: "

akak kR ukuk.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p0: " *:

dkak kR kak.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p125: " :*:*:

dkak kR kak.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p194*:**:*:*:*:

dkuk Lk akkuk.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p286:*:*:*:*:*:*:

dkak kR akuk.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p383:*: " *:

akak Lk akakuk.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p385:*:*:**:*:*:

dkak kR akak.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p392:**:**:*:*:

dkak kR ok ak.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p426:

Rk kR akak.

cpe:2.3:a:iruby-lang:ruby:1.9.3:p429:****:*:*:

cpe:2.3:a:ruby-lang:ruby:2.0:*:*

cpe:2.3:a:ruby-lang:ruby:2.0.0:*

2.0.6

2.0.7

2.0.8

2.0.9

All

All

All

All

All

rci

rc2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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cpe:2.3:a:ruby-lang:ruby: 1.9 "

cpe:2.3:a:ruby-lang:ruby:1.9.1: "

cpe:2.3:a:iruby-lang:ruby:1.9.2:* 7 *:*:

cpe:2.3:a:ruby-lang:ruby:1.9.3:* 7 *:*:

dkakukakakak.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p0:*:":*:*:*::

dkakukkakuk.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p125:*:*:*:*:*:*:

dkakukakkuk.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p194: 7 :*:*:*:

dkak kR kuk.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p286:*:*:*:*:*:*:

dkak Lk akkuk.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p383:*:*:*:*:*:*:

dkak ok akkuk.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p385: " :*:*:

dkak Lk akkuk.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p392:* % :*:*:*:

dkak kR kuk.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p426: " " *:

dkak Lk akukak.

cpe:2.3:a:ruby-lang:ruby:1.9.3:p429:*: " *:
cpe:2.3:a:ruby-lang:ruby:2.0:*
cpe:2.3:a:ruby-lang:ruby:2.0.0:*

cpe:2.3:a:ruby-lang:ruby:2.0.0:p0:*:*:**:*:*:

dkak kR akak.

cpe:2.3:a:ruby-lang:ruby:2.0.0:p195:****:*:*:

dkak kR ok ak.

cpe:2.3:a:iruby-lang:ruby:2.0.0:p247:*:*:**:*:*:

Skak ok akakak,

cpe:2.3:a:ruby-lang:ruby:2.0.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:rubygems:rubygems:1.8.0:*

cpe:2.3:a:rubygems:rubygems:1.8.1 " *



akLkuk Kk Kk,

cpe:2.3:a:rubygems:rubygems:1.8.16:*:*:*: " *:*:

akLkk Lk Lk Kk,

cpe:2.3:a:rubygems:rubygems:1.8.17:%:*: 7 %"

ARk kKK kK,

cpe:2.3:a:rubygems:rubygems:1.8.18: " *:*:

cpe:2.3:a:rubygems:rubygems:1.8.2:% "

cpe:2.3:a:rubygems:rubygems:1.8.20::*:*:**:*:*:

akLkk kKKK,

cpe:2.3:a:rubygems:rubygems:1.8.21 % %%

AkLkLak kKKK,

cpe:2.3:a:rubygems:rubygems:1.8.22:* %"

KLk kKKK k.

cpe:2.3:a:rubygems:rubygems:1.8.25: % % *:

AkLkak oKk kK,

cpe:2.3:a:rubygems:rubygems:1.8.26::*:*:*:*:*:*:

cpe:2.3:a:rubygems:rubygems:1.8.3:

cpe:2.3:a:rubygems:rubygems:1.8.4:

cpe:2.3:a:rubygems:rubygems:1.8.5:* e

cpe:2.3:a:rubygems:rubygems:1.8.6:*

cpe:2.3:a:rubygems:rubygems:1.8.7:* e

cpe:2.3:a:rubygems:rubygems:1.8.8:

cpe:2.3:a:rubygems:rubygems:1.8.9:

cpe:2.3:a:rubygems:rubygems:2.0.0:*:*

Kk kKR k.

cpe:2.3:a:rubygems:rubygems:2.0.0:preview2:*:*:*:*:*:*:

cpe:2.3:a:rubygems:rubygems:2.0.0:preview2.1 % :*:

cpe:2.3:a:rubygems:rubygems:2.0.0:preview2.2:* "> "1 *:

rna? Varrnihvname rithuaame: 2 N NrrpD %%k ok kax.
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cpe:2.3:a:rubygems:rubygems:2.0.1:* "

cpe:2.3:a:rubygems:rubygems:2.0.2:% " "k

cpe:2.3:a:rubygems:rubygems:2.0.3:* "

cpe:2.3:a:rubygems:rubygems:2.0.4:": "k

cpe:2.3:a:rubygems:rubygems:2.0.5:%:

cpe:2.3:a:rubygems:rubygems:2.0.6:%:":*

cpe:2.3:a:rubygems:rubygems:2.0.7:% "

cpe:2.3:a:rubygems:rubygems:2.0.8:*:*:*

cpe:2.3:a:rubygems:rubygems:2.0.9:*:*:*

cpe:2.3:a:rubygems:rubygems:2.1.0:%:*

akak kR ukuk.

cpe:2.3:a:rubygems:rubygems:2.1.0:rc1: %

dkak Lk akkuk.

cpe:2.3:a:rubygems:rubygems:2.1.0:rc2:*:*:

cpe:2.3:a:rubygems:rubygems:2.1.1

cpe:2.3:a:rubygems:rubygems:2.1.2:*

cpe:2.3:a:rubygems:rubygems:2.1.3:

cpe:2.3:a:rubygems:rubygems:2.1.4:

cpe:2.3:a:rubygems:rubygems:1.8.0:*:

cpe:2.3:a:rubygems:rubygems:1.8.1:

ARk ak oKk kK,

cpe:2.3:a:rubygems:rubygems:1.8.1 1

aKak kKR kK,

cpe:2.3:a:rubygems:rubygems:1.8.12:% %

KKk oKk Rk,

cpe:2.3:a:rubygems:rubygems:1.8.13:* %

ARk ak ok kR k.

cpe:2.3:a:rubygems:rubygems:1.8.14 %

Kk koK kR k.

cpe:2.3:a:rubygems:rubygems:1.8.16:* % %

Kk koK kR k.

cpe:2.3:a:rubygems:rubygems:1.8.17: % %

Kk ok akakakak,

cpe:2.3:a:rubygems:rubygems:1.8.18: % *:*:*:



cpe:2.3:a:rubygems:rubygems:1.8.2:* " "

cpe:2.3:a:rubygems:rubygems:1.8.20:* %" "

AkLk kK Lk Kk,

cpe:2.3:a:rubygems:rubygems:1.8.25: """

AkLk kKK kK,

cpe:2.3:a:rubygems:rubygems:1.8.26::*:*: " *:

cpe:2.3:a:rubygems:rubygems:1.8.3:% "

cpe:2.3:a:rubygems:rubygems:1.8.4:% "

cpe:2.3:a:rubygems:rubygems:1.8.5: %"

cpe:2.3:a:rubygems:rubygems:1.8.6:*:*:*:*

cpe:2.3:a:rubygems:rubygems:1.8.7: %"

cpe:2.3:a:rubygems:rubygems:1.8.8:

cpe:2.3:a:rubygems:rubygems:1.8.9:

cpe:2.3:a:rubygems:rubygems:2.0.0:*:

KKKk kK.

cpe:2.3:a:rubygems:rubygems:2.0.0:preview2:*:*:*:*:*:*:
cpe:2.3:a:rubygems:rubygems:2.0.0:preview2.1:*: "
cpe:2.3:a:rubygems:rubygems:2.0.0:preview2.2:*:**:*:*:*:

dkak kR kak.

cpe:2.3:a:rubygems:rubygems:2.0.0:rct

cpe:2.3:a:rubygems:rubygems:2.0.1 %

cpe:2.3:a:rubygems:rubygems:2.0.2:%:

cpe:2.3:a:rubygems:rubygems:2.0.3:*

cpe:2.3:a:rubygems:rubygems:2.0.4:*: e

cpe:2.3:a:rubygems:rubygems:2.0.5:%

cpe:2.3:a:rubygems:rubygems:2.0.6:*:

cpe:2.3:a:rubygems:rubygems:2.0.7 %"

cpe:2.3:a:rubygems:rubygems:2.0.8:* "



cpe:2.3:a:rubygems:rubygems:2.0.9:™:" "

cpe:2.3:a:rubygems:rubygems:2.1.0:* """

cpe:2.3:a:rubygems:rubygems:2.1.1:* "
cpe:2.3:a:rubygems:rubygems:2.1.2:% % "
cpe:2.3:a:rubygems:rubygems:2.1.3:% "

cpe:2.3:a:rubygems:rubygems:2.1.4:%:% 0

ARk LKLk KLk Lk Lk,

cpe:2.3:a:rubygems:rubygems:*:**F

No vendor comments have been submitted for this CVE
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